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This paper introduces an innovative hierarchical framework tailored to meet the offensive and defensive needs of swarm-based unmanned

surface vehicles (USVs) for domain protection and invasion tasks. The framework is structured into three layers: The top layer handles

target allocation, themiddle layer focuses on action strategy, and the bottom layer ensures safety. For domain protection tasks, the top layer

leverages auction theory to effectivelymatch attackers and defenders, enabling the distributed allocation ofmultiple defenders to respective

invaders. Themiddle layer employs an adaptive guidancemethod, allowing each defender to follow a guidance law alignedwith the optimal

interception point. The bottom layer uses an enhanced potential field function to guarantee collision-free interception of invaders. For

invasion tasks, the top layer similarly applies auction theory for the allocation of virtual waypoints. Themiddle layer introduces an Artificial

Potential Field (APF)-based angle-adaptive attack strategy, enabling invaders to evade defender interception. The bottom layer remains

consistent with the domain protection framework. This paper marks the first hybrid virtual-real experiment in multi-USV confrontation,

demonstrating its reliability and effectiveness in real maritime conditions. Experiments conducted within a 5000-m radius, with vessels

traveling at speeds up to 12m/s, confirmed the framework’s robustness and practical applicability in near-realistic combat scenarios.

Keywords: Hierarchical attack-defense strategy; unmanned surface vehicle (USV); multi-USV confrontation; obstacle avoidance; maritime
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1. Introduction

In recent years, Unmanned Surface Vehicle (USV) technol-

ogy has advanced rapidly. As an autonomous robotic sys-

tem, USVs demonstrate excellent performance in cruising,

path planning, and intelligent obstacle avoidance [1]. Coor-

dinated USV clusters overcome the limitations of individual

USVs, allowing them to perform more complex and large-

scale task. Supported by real-time data communication and
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multi-vehicle formation techniques, USV clusters can engage

in coordinated combat and execute various military mis-

sions, such as infiltration detection, deception, and swarm

attacks [2]. Consequently, they have garnered increasing

research attention [3].

Current research on USV swarms primarily focuses

on multi-USV path tracking [4–8], multi-USV target track-

ing [9, 10], and the formation control [11–13]. These stud-

ies are mainly suited for cooperative task in nonconfronta-

tional scenarios. Regarding works involving noncooperative

confrontations, most studies focus on the simple Nv1 pur-

suit problem. These studies either utilize traditional con-

trol methods, such as optimal control with state estima-

tors [14], traditional planning methods like the Apollonius

circle [15], and artificial potential field (APF) [15], or the
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Fig. 1. Overview of the hierarchical attack-defense strategy.

recently popularized reinforcement learning methods [16].

For such deterministic and simple task, the aboveworks gen-

erally only employ a single-layer action control layer.

In recent research addressing complex multi-

agent tasks, the necessity of decomposing scenarios into

hierarchical layers has been increasingly recognized. For

instance, [17] proposed a hierarchical framework for 1V1

aerial combat, incorporating a higher-level decision-making

layer for switching between offensive and defensive states

and a lower-level collision avoidance layer for emergency

control. Similarly, [18] introduced a grouping defensive

strategy layer to enhance intra-group coordination in NVN

engagements, while [19] addressed domain protection and

invasion tasks using a three-layer strategy. However, these

works are limited either to simulation-based evaluations or,

as in [19], to small-scale real-world experiments within a

50-m radius water area.

While previous studies have shown that hierarchi-

cal frameworks provide greater flexibility, adaptability, and

robustness in handling complex tasks and environments

compared to end-to-end decision-making in unmanned sys-

tem adversarial scenarios, significant gaps remain. Specifi-

cally, there is a lack of bilateral strategy frameworks tailored

for both offensive and defensive tasks in multi-USV settings,

as well as insufficient real-system validation under near-

realistic USV actuation capabilities. To address these chal-

lenges, this paper proposes a hierarchical bilateral adversar-

ial strategy framework, as illustrated in Fig. 1, with the key

innovations and contributions summarized as follows:

(1) This paper presents a novel hierarchical framework

specifically designed to address the complexities of

multi-role confrontation tasks in multi-agent scenarios.

Unlike previous approaches that focus on single-role

(only for offenders or defenders) or symmetric con-

frontations (e.g. 1v1 scenarios), our framework enables

dynamic coordination mechanisms for both offensive

and defensive roles, allowing seamless adaptation to

diverse task requirements and operational complexi-

ties. This supports robust multi-role cooperation and

adversarial decision-making in complex multi-agent

environments.

(2) The framework introduces a comprehensive set of mod-

ular strategies tailored for offensive and defensive tasks:

On the offensive side, it includes a formation attack strat-

egy and an angle-adaptive potential field-based attack

method for precise target engagement and enhanced

evasion. On the defensive side, it features an adaptive

interception strategy and a patrol mechanism to ensure

continuous domain protection and effective threat neu-

tralization. The modular design enhances flexibility and

scalability, allowing seamless upgrades or replacements

of individualmodules to adapt to dynamic scenarios and

evolving mission requirements.

(3) To thebest of our knowledge, this is the firstwork to con-

duct hybrid virtual-real experiments in the domain of

multi-USV confrontations. By integrating simulated tar-

get vessels with real USVs in a sharedmaritime environ-

ment, we provide a realistic testbed for evaluating algo-

rithm performance. Conducted under realistic condi-

tions with USVs achieving speeds of up to 12m/s within

a 5000-m operational range, these experiments demon-

strate the framework’s reliability, practical applicability,
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and effective transition from simulation to real-world

deployment. Compared to state-of-the-art methods, our

framework significantly improves collision avoidance

efficiency, defense quality, and interception success in

3v3 confrontation tasks, highlighting its superior perfor-

mance and adaptability.

The rest of this paper is organized as follows. Section 2

reviews relatedwork. Section 3 presents the problem formu-

lation. Section 4 details the hierarchical attack strategy for

the domain protection task. Section 5 describes the hierar-

chical attack strategy for the invasion task. Section6provides

the experimental results. Finally, Sec. 7 concludes this paper.

2. RelatedWork

In recent years, enhancing the cooperative capabilities of

multi-agent systems in invasion and defense scenarios has

become a major research focus, as it is crucial for achieving

victory in adversarial environments. Previous studies have

explored various approaches, which can be broadly cate-

gorized into rule-based methods, imitation-based learning

methods, and reinforcement learning methods.

2.1. Rule-based methods

Rule-based approaches heavily rely on predefined rules and

expert policies to guide agent actions. However, rule-based

methods are susceptible to exploitation when adversaries

target weaknesses identified through strategic analysis [20]

and counter-attack tactics [21]. Therefore, several studies

have integrated rule-based agents with other artificial intel-

ligence methodologies. Masek et al. [22] used evolutionary

FSM to discover emergent behavior [23] and employed flex-

ible rules through the evolution of behavior trees. Devel-

oping a rule-based system that can adapt to all environ-

ments is impractical, and evenwell-designed rules can prove

problematic. Consequently, the rule-based approach is now

often employed as a supplementary module to enhance

specific performance aspects in other methodologies. For

instance, [24] used purchase strategy scripts, and [25]

incorporated game-specific knowledge to filter out low-

probability actions.

2.2. Deep reinforcement learning

Multi-agent reinforcement learning (MARL)methods enable

multi-agent systems to make strategic decisions based on

environmental conditions. The continuous decision-making

process allows agents to learn cooperation and adapt

adversarial strategies in dynamic and complex environ-

ments. In the context of adversarial air combat, deep RL

decision-making methods based on DQN [26] and SAC [27]

are proposed. To achieve better performance and stabil-

ity in training, hierarchical reinforcement learning (HRL)

methods have been introduced in adversarial environ-

ments, such as air-to-air combat [28], StarCraft II [29], and

MOBA games [30]. Combined with self-play learning, [31]

proposed a Multi-Agent Hierarchical Policy Gradient algo-

rithm (MAHPG) to learn various strategies. Our framework

advances beyond previous studies by supporting multi-role,

multi-agent confrontation tasks, offering superior adaptabil-

ity, scalability, and reduced dependence on expert data and

extensive training.

Although Multi-agent Deep Reinforcement Learning

(MADRL) has outperformed expert-level humans in tar-

get confrontation scenarios, the primary challenge remains

how to narrow the gap between theoretical environments

and real-world ones in adversarial decision-making. Our

study uniquely demonstrates the algorithm’s reliability and

real-world applicability in multi-USV confrontations using a

hybrid virtual-real system, highlighting its practicality under

realistic maritime conditions.

To address the shortcomings of the aforementioned

applications, this paper aims to establish a hierarchical

framework suitable for multi-tasking in multi-UAV con-

frontation environments. Based on the above scenario, this

paper proposes a hierarchical attack-defense strategy frame-

work that solves the domain protection and domain invasion

problems.

3. Problem Formulation

3.1. Problem statement for USVs groups defense

and attack scenarios

In this paper, we consider two groups of USVs, which are

defenders and invaders, as shown in Fig. 2, 𝐷𝑖(𝑖 = 1, 2, … , 𝑛)

represents the defenders, 𝐼𝑖(𝑖 = 1, 2, … , 𝑛) represents the

invaders. Define the domain protected by defenders as Ω𝑝 =

{𝒑 ∈ ℝ2|‖𝒑 − 𝒑Ω𝑝
‖ ≤ 𝑟Ω𝑝

} with 𝒑Ω𝑝
∈ ℝ2 and 𝑟Ω𝑝

∈ ℝ+.

𝒑 represents the position vector of a point in space and 𝒑Ω𝑝

represents the central position of the protected domain Ω𝑝.

For the position of a USV 𝑖, define 𝒑𝑖 = [𝑥𝑖, 𝑦𝑖]
𝑇. Meanwhile,

𝒑Ω𝑝
= [𝑥Ω𝑝

, 𝑦Ω𝑝
]𝑇. Define an interception domain Ω𝐼(Ω𝑝 ⊂

Ω𝐼) of the defenders as Ω𝐼 = {𝒑 ∈ ℝ2|‖𝒑 − 𝒑Ω𝐼
‖ ≤ 𝑟Ω𝐼

}

with 𝑝Ω𝐼
∈ ℝ2 and 𝑟Ω𝐼

∈ ℝ+. In this paper, we consider both

defense and attack problems,which are described as follows.

(1) For the domain protection task, the goal of the defender

is to prevent the invaders from invading domain Ω𝑝; (2)

For the invasion task, the goal of the invaders is to evade

the defender’s interception and enter Ω𝑝. If all invaders are

intercepted before reaching Ω𝑝, the defenders win. Other-

wise, the invaders win.
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Fig. 2. USV’s group defense and attack scenarios.

In this study, only the defender has an attack capability.

To quantify the survival status of the invaders, the concept of

Health Points (HPs) is introduced. When an invader remains

within the attack zone, its HP denoted as 𝑝ℎ𝐼 for invaders,

decreases by the following equation:

𝑝ℎ𝐼 =
̂𝑝ℎ𝑓 − 𝜂𝑡𝑖𝑛, (1)

where 𝑝ℎ𝐼 represents the remaining HP of the invaders, ̂𝑝ℎ𝑓
signifies the invader’s full HP, 𝜂 is the decreasing rate, and 𝑡in
is the total time that the vessel is inside the attackers’ attack

zones.

The results for the USV group’s defense and attack sce-

narios are classified into two cases: win and lose. Denote the

distance between the invader 𝐼𝑖 and the Ω𝑝 as dis𝐼𝑖,Ω𝑝
(𝑡) at

time 𝑡. The criteria for the two results at time 𝑡 are listed as

follows. If any condition of these cases is triggered, the game

is over.

• Win: ∀ 𝑖 ∈ {1, 2, … , 𝑛}, 𝑝ℎ𝐼𝑖(𝑡) = 0 ∧ dis𝐼𝑖,Ω𝑝
(𝑡) > 0.

• Loss: ∃ 𝑖 ∈ {1, 2, … , 𝑛}, dis𝐼𝑖,Ω𝑝
(𝑡) ≤ 0.

Considering the problem formulation outlined above,

the setup for the confrontational groups is based on the fol-

lowing assumptions:

Assumption 1. The defenders and invaders have identical

movement capabilities, as specified in Sec. 3.2. Specifically,

their linear velocities are constrained to the same range:

[𝑣min, 𝑣max], such that:

∀ 𝑖 ∈ {1, 2, … , 𝑛}, 𝑣𝐷
𝑖
, 𝑣𝐼
𝑖
∈ [𝑣min, 𝑣max]. (2)

Assumption 2. The defenders and invaders can always

access global information, including the kinematics of the

vessels’ real-time positions and velocities in both groups.

3.2. USV kinematic model

The USV’s kinematic model describes its movement capabil-

ity during fighting. Define 𝒑𝐷
𝑖
= [𝑥𝑖, 𝑦𝑖]

𝑇 and 𝜓𝑖 as the posi-

tion and the heading angle, respectively, of the 𝐷𝑖. For both

the defender and the invader, their kinematic model in a 2D

space is formulated as shown as follows:

⎧
⎪

⎨
⎪
⎩

𝑣̇ = 𝑎𝑣,

̇𝑝𝑥 = 𝑣 cos𝜓,

̇𝑝𝑦 = 𝑣 sin𝜓,

𝜓̇ = 𝜔,

(3)

where (𝑝𝑥, 𝑝𝑦) represents the position of a USV; 𝑣, 𝜓, 𝜔 are

its speed, heading angle, and angular velocity, respectively.

𝑎𝑣 ∈ [𝑎𝑣,min, 𝑎𝑣,max] is the acceleration. 𝑣min and 𝑣max denote

theminimumandmaximumvalues for linear velocities. Usu-

ally, we do not consider a negative linear velocity, and thus

𝑣min = 0.

3.3. Artificial potential field method

The APF method, first proposed by Khatib in 1985 [32], uti-

lizes target forces to navigate robots. The core idea is to place

the USV within its environment and design its movement

based on an artificial gravitational field. This field consists

of two primary forces: an attractive force that attracts the

USV toward the target waypoint and a repulsive force that

pushes the USV away from obstacles in its path, preventing

collisions. The strength of the repulsive force increases as the

USV gets closer to an obstacle, thereby ensuring safe naviga-

tion. The combined effect of these forces generates a resul-

tant force that determines theUSVsmovement. The resultant
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force is a vector sum of the attractive and repulsive forces,

guiding the USV toward the target while avoiding obstacles.

The attractive potential 𝑈att is defined to pull the USV

toward the target. It can be expressed as

𝑼att =
1

2
𝜇att‖𝒑USV − 𝒑target‖

2, (4)

where 𝜇att is a positive constant, 𝑝USV is the current position

of the USV, and 𝑝target is the position of the target.

The attractive force 𝐹att is the negative gradient of the

attractive potential 𝑈att:

𝐹att = −∇𝑈att = −𝜇att(𝑝USV − 𝑝target). (5)

The repulsive potential𝑈rep is designed to push the USV

away from obstacles. It can be expressed as

𝑈rep = �

1

2
𝜇rep �

1

𝑑𝑎
−

1

𝑑0
�

2

if 𝑑𝑎 ≤ 𝑑0,

0 if 𝑑𝑎 > 𝑑0,

(6)

where 𝑑𝑎 = ‖𝑝USV − 𝑝obs‖, which is the distance from the

USV to the nearest obstacle. 𝑑0 is the influence range of the

repulsive potential field.When the distance between theUSV

and the obstacle exceeds this distance, the repulsive poten-

tial field is 0. 𝜇rep is the repulsive force coefficient, which con-

trols the magnitude of the repulsive force on the USV.

The repulsive force 𝐹rep is the negative gradient of the

attractive potential 𝑈rep:

𝐹rep = �
𝜇rep �

1

𝑑𝑎
−

1

𝑑0
�
1

𝑑𝑎

2

∇𝑑𝑎 if 𝑑𝑎 ≤ 𝑑0,

0 if 𝑑𝑎 > 𝑑0,

(7)

where ∇𝑑USV,obs is the direction of the distance gradient to

the obstacle, usually pointing toward the obstacle.

The total force 𝐹tot of the robot at any position is the

resultant force of attraction and repulsion:

𝐹tot = 𝐹att + 𝐹rep. (8)

4. Hierarchical Defense Strategy for the Domain

Protection Task

For the domain protection task, this study proposes the hier-

archical defense strategy to intercept invaders and protect

Ω𝑝. The overall architecture of this strategy is shown in Fig. 1,

comprising three components: target designation, defense

strategy, and APF-based obstacle avoidance.

4.1. Auction-based target designation

Decentralized methods distribute decision-making across

multiple agents, offering improved scalability, robustness,

and adaptability compared to centralized approaches. By

Fig. 3. Schematic diagram of the position of the USVs. (a) In the target des-

ignation process, 𝐿1 and 𝐿2 are used to determine the optimal pairing solu-

tion; (b) In the attack strategy, 𝐿2 and 𝐿3 are used to determine the optimal

guidance solution.

eliminating reliance on a single point of control, they reduce

the risk of failure and enable real-time responses to dynamic

changes, making them ideal for complex, distributed sys-

tems. Among commonly used decentralized methods, such

as auction algorithms and greedy methods, we choose the

consensus-based auction algorithm for its superior global

optimality over the latter [33]. The overall computational

complexity is𝑂(𝑁2), where𝑁 is the number of USVs and tar-

gets. The detailed description is as follows:

max

𝑁

�

𝑖=1

𝑁

�

𝑘=1

𝑎𝑖𝑘𝛼𝑖𝑘

s.t.

𝑁

�

𝑖=1

𝛼𝑖𝑘 = 1, 𝑘 = 1,… ,𝑁

𝑁

�

𝑘=1

𝛼𝑖𝑘 = 1, 𝑖 = 1,… ,𝑁,

, (9)

where 𝛼𝑖𝑘 ∈ 0, 1 denotes a decision variable, and 𝛼𝑖𝑘 = 1

means that the 𝐼𝑖 is assigned to the 𝐷𝑘 for intercepting; As

illustrated in Fig. 3, point B represents the ultimate intercep-

tion point of 𝐷𝑖 against 𝐼𝑘. The distance 𝐿1 denotes the sep-

aration between 𝐷𝑖 and 𝐼𝑘, while 𝐿2 indicates the distance

between 𝐷𝑖 and the ultimate interception point. 𝑎𝑖𝑘 ∈ ℝ2

denotes a cost variable, and 𝑎𝑖𝑘 = 𝛿/(𝐿1 + 𝐿2) with 𝛿 ∈ ℝ2.

According to Eq. (9), if the sum of the distances between all

matched defenders and invaders and the distance between

the defender and the ultimate interception point is mini-

mized, the objective function reaches itsmaximumvalue. For

the specific target designation process, please refer to [34].

4.2. Defense strategy

In the previous section, we addressed the target designation

problem using the auction algorithm. This section proposes



June 10, 2026 9:48 WSPC/284-US 2650021 ISSN: 2301-3850

824 J. Wang et al.

an interception strategy to effectively intercept invaders. To

successfully complete the interceptionmission,we introduce

the concept of the extreme interception point, illustrated as

point B in Fig. 3. Geometrically, point B represents the inter-

section of the line connecting the invader with the center of

the Ω𝑝 and the boundary of the Ω𝑝, indicating the point clos-

est to the protected area from the invader’s current position.

Its definition is as follows:

𝑩 = arg min
𝑩∈Ω𝑝

‖𝒑𝐼
𝑖
− Ω𝑝‖. (10)

Subsequently, we propose an adaptive interception

strategy for the 𝐷𝑖 to intercept the matched 𝐼𝑘:

𝜓esp = �

tan−1(𝒑𝐷
𝑖
− 𝒑𝐼

𝑘
) if 𝐿2 < 𝐿3 − 𝑑𝑠

tan−1(𝒑𝐷
𝑖
− 𝑩) if 𝐿2 > 𝐿3 − 𝑑𝑠,

tan−1(𝒑𝐷
𝑖
− 𝑩patrol) p 𝐼

𝑖
∉ Ω𝐼,

(11)

where𝜓esp is thedesiredheading angle,𝑑𝑠 is a hyperparame-

ter,𝑩patrol is the patrol point on theΩ𝑝. According to Eq. (11),

the defender’s behavior depends on the distance between

the matched invader and the defender relative to the critical

interception point. If 𝐿2 < 𝐿3 −𝑑𝑠, the invader is considered

far from Ω𝑝, and the defender adopts a pure interception

strategy. Conversely, if 𝐿2 > 𝐿3 − 𝑑𝑠, the invader is deemed

to be close to Ω𝑝, and the defender executes an interception

point strategy. If there is no matched invader, the defender

performs patrol tasks until a new invader is matched. In this

study, the USV executes a pure interception strategy and an

interception point strategy at 𝑣max and undertakes patrol

missions at 𝛼𝑣max, where 𝛼 ∈ (0, 1).

4.3. APF-based obstacle avoidance

In the previous section, an interception strategy was pro-

posed. In this section, an APF-based safety avoidance mech-

anism is proposed for each defender to ensure collision-

free behavior during the domain protection task. The overall

computational complexity of APF is 𝑂(𝑁 × 𝑛), where 𝑛 rep-

resents the number of interactions each defender has with

targets or obstacles.

The repulsion function is expressed as follows:

𝐹
𝐷𝑖
rep

=

⎧
⎪

⎨
⎪

⎩

0 if 𝐷𝐷𝑖,𝐼𝑖 ≥ 𝐷avo,

𝜇𝐷rep ⋅ �
𝐷avo − 𝐷𝐷𝑖,𝐼𝑖

𝐷avo − 𝐷min

� if 𝐷min ≤ 𝐷𝐷𝑖,𝐼𝑖 < 𝐷avo,

𝜇𝐷rep ⋅ �𝛽 −
𝐷𝐷𝑖,𝐼𝑖

𝐷avo

� if 𝐷𝐷𝑖,𝐼𝑖 < 𝐷min,

(12)

where𝐷𝐷𝑖,𝐼𝑖 = ‖𝑝𝐷
𝑖
−𝑝𝐼

𝑖
‖,𝑈

𝐷𝑖
rep,𝑡 refers to the repulsive field in

which𝐷𝑖 is located at time 𝑡, while𝜇𝐷rep represents the respec-

tive repulsive field coefficients. 𝐷avo is a scalar that con-

trols the influence of the repulsion field, 𝐷min represents the

emergency avoidance distance, 𝛽 is a hyperparameter used

to regulate the strength of the repulsive field in emergency

scenarios. Dividing the repulsive force into multiple seg-

ments helps prevent the defender fromover-maneuvering or

under-reacting during obstacle avoidance, ensuring smooth

transitions and making the defender’s movement more nat-

ural and fluid. The direction of the repulsive force, 𝜃𝐷rep, is

adjusted based onwhether the obstacle is on the left or right

side of the defender, ensuring safe obstacle avoidance. The

adjustment is designed as follows:

𝜃𝐷rep = �
𝜃𝐼 + 𝜋 − Δ𝛼 if 𝜃rel < 0,

𝜃𝐼 + 𝜋 + Δ𝛼 if 𝜃rel ≥ 0,
(13)

where 𝜃rel = 𝜃𝐼 − 𝜓, as shown in Fig. 3. 𝜃rel represents

the relative bearing of the target with respect to the USV,

𝜃𝐼 is the bearing of the target in the northeast coordinate

system, and 𝜓 is the heading angle of the USV in the same

coordinate system. When 𝜃rel < 0, the target is to the left

of the USV; when 𝜃rel ≥ 0, the target is to the right. Δ𝛼 is

an empirically determined value obtained from real-world

experiments, designed to ensure that the USV can safely and

stably avoid the target. After fine-tuning, this value optimizes

the obstacle avoidance strategy, enabling the USV to effec-

tively steer clear of the targetwhilemaintaining smooth nav-

igation and reliable task execution. The attraction function is

expressed as follows:

𝐹
𝐷𝑖
att = �

𝐹
𝐷𝑖
rep ⋅

𝐷𝐷𝑖,𝐼𝑖

𝐷min

if 𝐹
𝐷𝑖
rep > 0,

0 others.

(14)

Here, we define the distance ratio
𝐷𝐷𝑖,𝐼𝑖
𝐷min

, where the attraction

is proportional to the distance to the target 𝐼𝑖. By dynamically

adjusting
𝐷𝐷𝑖,𝐼𝑖
𝐷min

, the coupling between attraction and repul-

sion ensures that the unmanned boat can effectively avoid

obstacles while tracking targets in complex scenarios. Addi-

tionally, the presence of repulsion prevents the boat from

becoming trapped in localminima,while the dynamic adjust-

ment of attraction further enhances the convergence effi-

ciency and overall path optimization. Therefore, the net force

on defender 𝐷𝑖 during the mission is

𝐹
𝐷𝑖
tot = 𝐹

𝐷𝑖
att +

𝑛

�

𝑘=0

𝐹
𝐷𝑖
rep𝑘

, (15)



June 10, 2026 9:48 WSPC/284-US 2650021 ISSN: 2301-3850

Hierarchical Attack-Defense Strategy of Unmanned Surface Vehicles 825

The direction of the resultant force can be expressed as

follows:

𝜃
𝐷𝑖
tot = arctan�

𝐹
𝐷𝑖
tot,𝑦

𝐹
𝐷𝑖
tot,𝑥

�, (16)

where𝐹
𝐷𝑖
tot,𝑦 and𝐹

𝐷𝑖
tot,𝑥 represent the components of the resul-

tant force in the y-direction and x-direction, respectively. 𝜃
𝐷𝑖
tot

will be the desired heading angle of the defender𝐷𝑖, control-

ling the defender 𝐷𝑖 to avoid obstacles.

5. Hierarchical Attack Strategy for the Invasion

Task

This section focuses on designing an attack strategy for an

invasion task. It is divided into threemain aspects: (1) target

point allocation based on the auction algorithm; (2) attack

strategy: formation attack and angle-adaptive potential field

attack; and (3) APF-based obstacle avoidance.

5.1. Auction-based target point allocation

In an invasion task, a stable formation can significantly

improve the success rate of the invasion. To achieve this, we

designed a formation attack using a leader-follower model,

as shown in Fig. 4. This section utilizes the auction algorithm

to assign the target position to the following USVs. First, the

leader is determined based on the distance between each

invader and 𝑝Ω𝑝
:

𝐿 = argmin
𝑖
‖𝒑𝐼

𝑖
− 𝒑Ω𝑝

‖2, (17)

Fig. 4. Formation attack strategy.

where 𝒑𝐼
𝑖
refers to the position of the 𝑖th invader, 𝒑Ω𝑝

rep-

resents the center position of the Ω𝑝, and finally, 𝐼𝐿 is the

selected leader. Points 𝒑𝒇1 and 𝒑𝒇2 are two target-following

points. The role of 𝒑𝒇1 is to provide follow-up targets for the

invader boats other than the leader, enabling the rapid for-

mation of the offensive formation at the start of the task. The

following USV will use the auction algorithm to determine

thematching target point by its relative position and relative

orientation with the target point, as shown in the following

equation:

min

𝑁

�

𝑖=1

𝑀

�

𝑗=1

𝑐𝑖𝑗𝛿𝑖𝑗

such that

𝑁

�

𝑖=1

𝛿𝑖𝑗 ≤ 1

×∀ 𝑗 ∈ {1, 2, … ,𝑀}

𝛿𝑖𝑗 ∈ {0, 1} ∀ (𝑖, 𝑗) ∈ {1, 2, … , 𝑁}

× {1, 2, … ,𝑀}

𝛿𝑖𝑗 = 0 if 𝑗 ∉ 𝑂𝑖, (18)

where 𝑁 is the number of followers,𝑀 is the number of tar-

get points, the cost function 𝑐𝑖𝑗 = 𝑑𝑖𝑗 + 𝜆𝜃𝑖𝑗, 𝑑𝑖𝑗 repre-

sents the distance from 𝐼𝑖 to the target point 𝑝𝑓𝑗, 𝛿𝑖𝑗 repre-

sents the difference between the heading angle of 𝐼𝑖 and the

azimuth angle of 𝑝𝑓𝑗, 𝛿𝑖𝑗 is decision variable. By calculating

virtual target points through the auction algorithm, follower

boats can select their optimal following positions based on

the distance and heading angle difference with the target

points. This ensures formation coordination and stability.

Minimizing the distance and heading difference in the cost

function reduces unnecessary movements and angle adjust-

ments, thereby enhancing overall task efficiency and success

rate.𝑂𝑖 is the set of target-following points to which 𝐼𝑖 can be

assigned and 𝜆 is the weight factor.

5.2. Attack strategy

The leader 𝐼𝐿’s desired heading is directed toward the center

of the protected area, and its speed is set to 𝑣max, as shown

in (22).

𝜓exp𝐿
= tan−1(𝒑𝐿 − 𝒑Ω𝑝

),

𝑣exp𝐿 = 𝑣max,
(19)

where 𝒑𝐿 is the current position of the leader 𝐼𝐿.

The expected headings of the followers point to their

corresponding target following points, and their expected
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Table 1. Parameters in each chapter.

Section Parameter

Problem formulation 𝑟Ω𝑝
= 2000m, 𝑟Ω𝐼

= 5000m

APF-based obstacle avoidance 𝐷avo = 500m, 𝐷min = 50,

𝜇𝐷rep = 40√2, Δ𝛼 = 10

Auction-based target point 𝜆 = 0.5

allocation

Attack strategy 𝛽 = 3, 𝛾 = 2, 𝑘 = 0.8, 𝜌 = 50, 𝜖 = 50

speeds are as follows:

𝑣rel𝑓

⎧
⎪

⎨
⎪
⎩

𝑣max if 𝐷𝐼𝑗,𝐼𝐿 ≥ 𝐷𝐼𝐿,𝑝𝑓𝑖
+ 𝛽,

𝑣max ⋅ 𝑎 if 𝐷𝐼𝐿,𝑝𝑓𝑖
≤ 𝐷𝐼𝑗,𝐼𝐿 ≤ 𝐷𝐼𝐿,𝑝𝑓𝑖

+ 𝛽,

−𝑣max ⋅ 𝑏 if 𝐷𝐼𝐿,𝑝𝑓𝑖
− 𝛾 ≤ 𝐷𝐼𝑗,𝐼𝐿 ≤ 𝐷𝐼𝐿,𝑝𝑓𝑖

,

−𝑣max otherwise,

(20)

where 𝑎 = (
dis𝐼𝑗,𝐼𝐿

−dis𝐼𝐿,𝑝𝑓𝑖
𝛽

)2, 𝑏 = (
dis𝐼𝑗,𝐼𝐿

−dis𝐼𝐿,𝑝𝑓𝑖
𝛾

)2, param-

eters 𝑎 and 𝑏 are nonlinear coefficients designed to dynam-

ically adjust speed based on the relative distance between

the follower boats and the leader boat. Their purpose is to

achieve smooth transitions in speed across different distance

ranges. 𝛽 and 𝛾 are distance parameters, which are used to

adjust 𝑣exp according to the distance.

To avoid interception by the defenders, this paper pro-

poses an angle-based adaptive potential field method. This

method adaptively adjusts the influence range of the poten-

tial field, 𝑅APF, based on the angle between the invader’s

velocity vector and the line connecting the invader and the

defender. The angle between the velocity vector 𝒗𝐼𝑘 of 𝐼𝑘 and

the connecting line vector 𝒓𝐼𝑘,𝐷𝑖 is defined as 𝜙:

𝜙 = cos−1 �
𝒗𝐼𝑘 ⋅ 𝒓𝐼𝑘,𝐷𝑖

‖𝒗𝐼𝑘‖‖𝒓𝐼𝑘,𝐷𝑖‖
�, (21)

where 𝒓𝐼𝑘,𝐷𝑖 = 𝒑𝐼𝑘 − 𝒑𝐷𝑖 .

𝑅APF = 𝐷avo(1 + 𝑘 ⋅ cos𝜙), (22)

where 𝑘 is the adjustment coefficient, which controls the

variation of 𝑅APF with 𝜙. By dynamically adjusting the range

of 𝑅APF, the potential field method can flexibly adapt based

on the relative position and directional relationship between

the invader and the defender, thereby improving avoidance

efficiency. The linear correction based on cos𝜙 is simple

to compute, easy to implement, and effectively captures the

relationship between velocity direction and line direction.

In this case, the repulsive force on 𝐼𝑖 is as follows:

𝐹
𝐼𝑖
rep =

⎧
⎪

⎨
⎪
⎩

0 if 𝐷𝐷𝑖,𝐼𝑘 > 𝑅APF,

𝜇𝐼rep ⋅ �
1

𝐷𝐷𝑖,𝐼𝑘
−

1

𝑅APF

�

2

if 𝐷𝐷𝑖,𝐼𝑘 ≤ 𝑅APF,

𝜌 if 𝐷𝐷𝑖,𝐼𝑘 < 𝐷min,

(23)

where 𝜇𝐼rep represents the repulsion coefficient. When

𝐷𝐷𝑖,𝐼𝑘 < 𝐷min, the invader is subjected to a significantly large

and constant repulsive force𝜌, ensuring its ability to success-

fully evade interception by the defender. This mechanism

provides a robust safeguard against close-range encounters,

enhancing the invader’s maneuverability and overall system

performance in dynamic scenarios. The attractive force on 𝐼𝑖
is as follows:

𝐹
𝐼𝑖
att = �

𝐹
𝐼𝑖
rep ⋅

𝐷𝐼𝑖,𝐷𝑖

𝜖
if 𝐹

𝐼𝑖
rep > 0,

0 others.

(24)

This design follows the same principles as (14), where 𝜖

is a constant representing the distance. In attack scenarios,

the large spatial scale of the environment often causes the

invader to experience a repulsive force from the defender

that is significantly weaker than the attractive force from the

central target. This force imbalance can result in the invader

failing to evade interception, ultimately compromising mis-

sion effectiveness. To mitigate this issue, this study intro-

duces thedistance ratio
𝐷𝐼𝑖,𝐷𝑖
𝜖

, facilitating thedynamic adjust-

ment of the attractive force. This adjustment balances the

interaction between target attraction and repulsive forces,

thereby enhancing the invader’s obstacle-avoidance capabil-

ities and improving mission success rates.

Therefore, the net force on defender 𝐼𝑖 during the mis-

sion is

𝐹
𝐼𝑖
tot = 𝐹

𝐼𝑖
att +

𝑛

�

𝑘=0

𝐹𝐼𝑖rep𝑘 . (25)

The direction of the resultant force can be expressed as

𝜃
𝐼𝑖
tot = arctan�

𝐹
𝐼𝑖
tot,𝑦

𝐹
𝐼𝑖
tot,𝑥

�, (26)

where𝐹
𝐼𝑖
tot,𝑦 and𝐹

𝐼𝑖
tot,𝑥 represent the components of the resul-

tant force in the y-direction and x-direction, respectively. 𝜃
𝐼𝑖
tot

will be the desired heading angle of the invader 𝐼𝑖, controlling

the invader 𝐼𝑖 to avoid defender.

6. Experiments

To validate the effectiveness of our framework, we con-

ducted evaluations through simulation tests (Sec. 6.1) and

real-vessel experiments (Sec. 6.2). The parameter settings

for both the simulation and real-vessel environments are

provided in Tables 1 and 2. To ensure generality, the initial

headings of both sides were randomized within the range

of [−𝜋, 𝜋], and the initial positions of the defenders and

invaders were randomly placed within the circular rings

defined by the radii listed in Table 2. The initial velocities of
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Table 2. Parameters in the experiment.

Parameters Defender invader

𝑣max/(m/s) 12.5 12.5

𝑟𝑐/(m) 300 0

𝑎𝜔,max/(deg/s
2) 6 6

𝑎𝑣,max/(m/s
2) 0.6 0.6

̂𝑝ℎ𝑓 — 100

𝜂 — 10

all USVs were set to 0m/s. The USVs speed is dynamically

adjusted based on its distance from the target, with different

velocity values assigned for varying ranges. For the domain

protection task, when 𝐷𝐷𝑖,𝐼𝑖 ≥ 𝐷avo, 𝑣exp = 12m/s; For

𝐷min ≤ 𝐷𝐷𝑖,𝐼𝑖 < 𝐷avo, 𝑣exp = 8m/s; When 𝐷𝐷𝑖,𝐼𝑖 < 𝐷min,

𝑣exp = 2m/s. For the domain invasion task, when 𝐷𝐷𝑖,𝐼𝑖 ≥

𝐷APF, 𝑣exp = 12m/s; For 𝐷𝐷𝑖,𝐼𝑖 < 𝐷APF, 𝑣exp = 8m/s; When

𝐷𝐷𝑖,𝐼𝑖 < 𝐷min, 𝑣exp = 2m/s.

6.1. Simulation tests

6.1.1. Auction versus greedy∶ Task allocation efficiency

To demonstrate the advantages of the auction algorithm,

this study compares it with the greedy algorithm in terms

of computation time and task allocation cost for the target

designation task. As shown in Fig. 5, while the computation

time of the auction algorithm increases with the number

of agents, it remains within an acceptable range compared

to the greedy algorithm. More importantly, in the compari-

son of task allocation costs, we observe that as the number

of agents increases, the allocation cost of the greedy algo-

rithm is significantly higher than that of the auction algo-

rithm. This indicates that the allocation results of the greedy

algorithmare not globally optimal, as its early local decisions

maynegatively impact subsequentmatching processes, lead-

ing to higher overall costs. In contrast, the auction algorithm

dynamically optimizes the allocation scheme among USVs

through price adjustments and competitive mechanisms,

effectively avoiding the local optimality issues often encoun-

tered by the greedy algorithm. Our experimental results pro-

vide clear evidence supporting the selection of the auction

algorithm. In a target designation taskwith varying numbers

of agents, the auction algorithmreduced task allocation costs

by up to 36% compared to the greedy method, as shown in

Fig. 5,whilemaintaining computation times suitable for real-

time applications. These findings underline its effectiveness

and justify its use over other methods in the studied context.

6.1.2. Comparison with learning-based method

To further evaluate the effectiveness of the proposed frame-

work in addressing the multi-UAV defense problem, we con-

ducted a comparison between the hierarchical defense strat-

egy and a learning-based algorithm, MADDPG [35], in 1V1,

2V2, and 3V3 scenarios. For invader strategies, we adopted

the two approaches: (1) Rule-based invaders: Invadersmove

toward the center of the protected area at the maximum

speed 𝑣max. (2) Manually controlled invaders: The direction

and speed of the invaders are controlled in real-time using

an X-box controller. To reduce the impact of human factors,

the operator is required not to escape in the direction away

from the protection area. In our simulation, three evaluation

metrics are used to assess the performance of the proposed

method:

• Relative Winning Rate (RWR): Based on 10 rounds of

confrontation tests, RWRmeasures the quality of defense.

It represents the percentage of successful defenses across

the 10 confrontations, with the calculation method

Fig. 5. Comparison of auction and greedy algorithm in computation time and task allocation cost.
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detailed as follows: RWR = 𝑊/(𝑊 + 𝐿) where 𝑊 rep-

resents the number of wins, 𝐿 represents the number of

losses,𝑊 + 𝐿 = 10.

• Average Task Completion Time (ATCT): This metric eval-

uates the efficiency of defense, representing the average

time required to complete the defense tasks over the 10

confrontations.

• Average Minimum Distance to Invaders during Intercep-

tion (AMD): This metric measures collision avoidance effi-

ciency, representing the AMD to invaders during the 10

confrontations.

We conducted 10 rounds of testing for different invader

strategies across three scenarios, with the AMD comparison

results shown in Table 3. The data reveal that, regardless of

the invader’s strategy, our method consistently achieves a

larger AMD across all scenarios. This demonstrates that our

approach provides enhanced safety in defense tasks, effec-

tively avoiding close encounters with invaders and signifi-

cantly reducing collision risks.

As the scenarios scale from 1V1 to 3V3, our method

continues to exhibit remarkable performance advantages.

For example, in the 3V3 scenario, our method achieves a

36% improvement in AMD compared to the learning-based

approach under the Rule-based invader strategy, and a 5.0%

improvement under the Manually controlled invader strat-

egy. These results fully validate the applicability and supe-

riority of our method in multi-target and multi-agent task

scenarios.

Additionally, Fig. 6 presents the comparison of RWRand

ATCT across different scenarios. The data clearly show that

ourmethod demonstrates significant advantages in both key

metrics. Across all scenarios, our method consistently out-

performs the learning-based approach in terms of RWR,with

themost significant improvement observed in complexman-

ually controlled invader scenarios (e.g. an 80% increase in

RWR in the 3V3 scenario). This highlights the exceptional

dynamic adaptability and policy generalization capabilities

of our approach. Furthermore, our method significantly

reduces the ATCT, especially in high-dimensional scenarios

Table 3. AMD comparison across scenarios and strategies.

Scenario Invader policy Ours (AMD, m) Learning-based (AMD, m) Improvement (%)

1V1 Rule-based 168.9 128.3 +31.6%

Manually controlled 276.1 273.8 +0.8%

2V2 Rule-based 172.5 132.7 +29.9%

Manually controlled 276.6 268.3 +3.1%

3V3 Rule-based 172.7 126.7 +36.3%

Manually controlled 247.1 235.3 +5.0%

Fig. 6. Comparisons of RWR and ATCT across different scenarios.
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(a) (b) (c)

(d) (e) (f)

Fig. 7. The confrontation process involving three manually controlled invaders and three defenders employing the hierarchical defense strategy.

such as the 3V3 Rule-based invader strategy, where ATCT

is optimized by 17.7%, showcasing improved efficiency in

defense task execution. It is worth noting that the uncer-

tainty inherent in manually controlled invader strategies

poses a significant challenge to the robustness and dynamic

adjustment capability of defensemethods. However, leverag-

ing its modular design and efficient dynamic task allocation

mechanism, our approach performs exceptionally well even

under such high-uncertainty conditions, demonstrating its

reliability and practicality in complex scenarios. As the sce-

nario complexity scales from 1V1 to 3V3, our method con-

sistentlymaintains stable performance, further validating its

scalability and potential for application in multi-target and

multi-agent defense tasks.

In conclusion, the experimental results demonstrate

that our method not only provides enhanced safety and

defense efficiency but also exhibits outstanding dynamic

adaptability and scalability, making it a reliable solution for

addressing complex multi-target defense tasks.

To provide a more intuitive demonstration of the con-

frontation process, we present an example involving three

manually controlled attackers and three defenders based

on the Hierarchical Defense Strategy, as shown in Fig. 7.

The entire confrontation is divided into six frames. Fig-

ure 7(a) illustrates the initial positions of both the attackers

and defenders, which are randomly generated. The attack-

ers move directly toward the defense area, while the defend-

ers take actions based on the Hierarchical Defense Strat-

egy. Figure 7(b) shows the task allocation results. Defender

𝐷1 first intercepts Attacker I5, and the current situation is

Fig. 8. Shore-based monitoring screen.



June 10, 2026 9:48 WSPC/284-US 2650021 ISSN: 2301-3850

830 J. Wang et al.

Fig. 9. Hardware structure of the attack-defense experiment platform.

(a)

(b) (c) (d)

Fig. 10. The initial stage of the domain protection task. (a) Shore-based monitoring interface: three USVs were setting sail. (b) The defenders begin their

patrol mission. (c) The defenders have reached the patrol point and are performing their patrol mission. (d) Target designation: The defenders are matched

with the corresponding invaders.

clearly visible from 𝐷1’s main view in the top-right corner of

Fig. 7(c). Figure 7(d) shows that after 𝐷1 successfully inter-

cepts 𝐼5, 𝐼5 stops moving and is labeled as “damaged”. Since

Defender 𝐷2 is relatively far from 𝐼4, the interception task is

reassigned to 𝐷1. Figure 7(e) demonstrates 𝐷1 successfully

intercepting 𝐼4. Throughout the task, Defender 𝐷3 is consis-

tently responsible for intercepting 𝐼6, andFig. 7(f) shows that

D3 successfully completes the interception.
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(a)

(b)

(c)

Fig. 11. The process of 𝐷2 intercepting 𝐼1.

This process clearly demonstrates the effectiveness of

the Hierarchical Defense Strategy in dynamic task allocation

and multi-target interception. Particularly when facing mul-

tiple invaders, the defenders are able to adapt flexibly and

(a)

(b)

(c)

Fig. 12. The process of 𝐷3 intercepting 𝐼2.

allocate tasks effectively, ensuring the efficient completion of

the defense task.

6.2. Real-vessel experiments

This section presents experimental results to demonstrate

the effectiveness of the proposed hierarchical defense
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(a)

(b) (c)

Fig. 13. The process of 𝐷1 intercepting 𝐼3.

strategy and hierarchical attack strategy in domain pro-

tection tasks and domain invasion tasks, respectively. The

experiments were conducted in the waters of Lingshui

County, SanyaCity. On thedayof testing, theMK IIIwavebuoy

measured an average significant wave height of 1.470m, and

the AWS2700 automatic weather station recorded an aver-

age wind speed of 8.500m/s. The test environment was

characterized by a sea state of level 4. Additionally, the ves-

sel was equipped with a wireless ad-hoc network communi-

cation system, with a maximum communication range of 10

km. This experiment is carried out in a hybrid virtual-real

approach :

(1) Domain protection task: In this task, the defenders com-

prised three USVs, while the attackers are virtual targets

within the system as shown in Fig. 8. The defenders are

controlled by a hierarchical defense strategy. Two of the

invaders are controlled by a rule-based approach, while

the third invader is manually controlled by shore-based

personnel to breach the protected area.

(2) Domain invasion task: In this task, the defender, manu-

ally controlled, performed the interceptionmission. The

attackers consisted of three USVs controlled by a hierar-

chical attack strategy to execute the invasion mission.

The experimental platform consisted of three USVs

and a ground control station. Each USV is 7.5m long,

3m wide, and has a displacement of 3 tons. The hard-

ware structure of the experimental platform is depicted

in Fig. 9. The USVs are powered by dual engines with

dual jets, enabling safe operation undersea state four con-

ditions. They are equipped with an ad hoc communica-

tion system that supports the dynamic entry and exit of

multiple USVs to form a cluster. This system also features

advantages such as same-frequency node communication,

network load balancing, and beyond-line-of-sight transmis-

sion, ensuring the safety of network-controlled USVs. Fig-

ure 9 illustrates the communication architecture of the

experimental network system, where all communication

ports use the UDP protocol. A network-based bridge was

employed to establish communication between the USVs

and the ground control station. Due to the large range of

the experimental area, the real-time status of the USVs is

displayed on a shore-based monitoring screen, as shown

in Fig. 8. In the attack-defense experiment, the protection

domain Ω𝑠 and the invasion domain Ω𝐼 are set as closed

circular areas with radii of 2 km and 5 km, respectively,

as shown in Fig. 8(b). The star marks the center of the

protection domain, whose location is determined by the
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(a) (b)

Fig. 14. APF-based obstacle avoidance verification.

shore-based personnel. To simulate realistic attack-defense

scenarios and fully utilize the maneuverability of the USVs,

the USVs are allowed to operate at their maximum speed

𝑣max.

6.2.1. The domain protection task experiment

In this study, to ensure complete surveillance coverage of

Ω𝑠, the patrol task is executed at three equidistant points

on Ω𝑠, each separated by 120, as depicted in Fig. 10(c). The

patrol algorithm enables defenders to effectivelymove along

a predetermined patrol route by continuously calculating

and updating the position of target points. The position of

these target points is determined based on the center point,

𝑟Ω𝑝
, and the speed of USVs. The position of the target points is

updated according to changes in speed and time. Thepropor-

tional navigation algorithm is used to calculate the desired

speed and heading. By adjusting the speed and heading of

the defenders in real time, the algorithm ensures that the

defenders can patrol along the planned path.

Once the patrolling state is stabilized, three invaders

are randomly generated at different locations within Ω𝐼. To

evaluate the performance of the algorithm, two kinds of

invaders are adopted in this domain protection task experi-

ment. Specifically, 𝐼1 is amanually controlled invader,while 𝐼2
and 𝐼3 are rule-based invaders. The defenders are controlled

based on the hierarchical defense strategy.

Figure 8(d) shows the results of the target designation

after the mission begins, with each defender matched to an

appropriate invader. Figure 11 illustrates the process of 𝐷2
intercepting 𝐼1. At the moment 𝐴 shown in Fig. 11(a), 𝐿1 <

𝐿2 + 𝐿3, 𝐷2 executes a pursuing strategy. Upon noticing that

𝐷2 is approaching, 𝐼1 changes its attack direction to move

away from 𝐷2 and closer to Ω𝑝, at the moment 𝐶 shown in

Fig. 11(a). When 𝐿1 > 𝐿2 + 𝐿3, at the moment 𝐷 shown

in Fig. 11(a), 𝐷2 switches to the interception strategy, bring-

ing 𝐼1 into the capture range and ultimately completing the

interception task. Figure 11(b) shows the variations of 𝐿1
and 𝐿3. The gray dashed line represents the capture radius

𝑟𝑐. When 𝐿1 falls below this dashed line, at time = 165, the

invader is within the capture range and remains within 𝑟𝑐
thereafter. Upon successful capture of the invader, 𝐿3 > 0,

indicating that 𝐷2 successfully completed the interception

task before 𝐼1 entered Ω𝑝. Figure 11(c) illustrates the actual

speed and angular velocity of 𝐷2 during the mission. The

gray dashed line represents 𝑣max, and the green dashed lines

represent 𝜔min and 𝜔max. Both the speed and angular veloc-

ity remain within the constraint limits, demonstrating that

the proposed guidance method is feasible under input con-

straints.

Figures 12 and 13 illustrate the interception processes

of𝐷3 intercepting 𝐼2 and𝐷1 intercepting 𝐼3, respectively. Both

𝐷3 and 𝐷1 successfully completed their interception task,

demonstrating the effectiveness of the proposed hierarchi-

cal defense strategy in solving the domain protection task.
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(a)

(b) (c)

(d) (e)

Fig. 15. Domain invasion experiment: 2 invaders invasion task.

Additionally, the USV’s ability to stably perform patrol and

interception task at high speeds further validates the effec-

tiveness and reliability of the navigation and control systems.

This also indicates that the USVs can accurately execute pre-

determined task in dynamic and potentially high-risk envi-

ronments, highlighting the feasibility and adaptability of the

algorithm design in practical applications.

6.2.2. APF-based obstacle avoidance verification

During the execution of the above-mentioned domain pro-

tection task, all defenders successfully completed their task,

demonstrating the effectiveness of both the pursuing strat-

egy and the interception strategy. Once invaders remain

within the interception range for a certain period, the task

is considered complete, and defenders will no longer receive

information about these invaders. To simulate a real sce-

nario where captured invaders still exist on the water sur-

face, defenders in this experiment continued to receive

information from captured invaders to validate the effective-

ness of the APF-based obstacle avoidance. Figure 14 illus-

trates the APF-based obstacle avoidance verification pro-

cess. In this scenario, after 𝐷3 successfully intercepted 𝐼2,

a target invader, 𝐼6, was randomly generated near 𝐷3. The

invader moved toward Ω𝑠 at a speed of 12m/s. Upon being
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(a)

(b) (c)

(d) (e)

Fig. 16. Domain invasion experiment: 3 invaders invasion task.

assigned to 𝐷3, 𝐷3 first executed the pursuing strategy, as

shown at moment A in Fig. 14(a). After successfully inter-

cepting 𝐼6, 𝐷3 continued to receive 𝐼6’s state information.

When dis𝐷3,𝐼6 < 𝐷avo, the APF-based obstacle avoidance

was triggered, as shown at moment C in Fig. 14(a). At this

moment, 𝐼6 still maintains 𝑣𝑚𝑎𝑥, 𝐷3’s speed decreased from

12.5m/s to 8m/s with a large turn angle, as depicted in

Fig. 14(b). At the moment D in Fig. 14(a), 𝐷3 successfully

evaded 𝐼6, ensuring dis𝐷3,𝐼6 < 𝐷min, thus verifying the effec-

tiveness of the security evasion mechanism. Throughout the

process, 𝐼6 traveled at nearly 𝑣max, posing a significant chal-

lenge to the USV’s maneuverability and obstacle avoidance

algorithm.

6.2.3. The domain invasion task experiment

To validate the effectiveness of the hierarchical attack strat-

egy, maritime tests were conducted for two scenarios: two

invaders invasion task (Fig. 15(a)) and three invaders inva-

sion task (Fig. 16(a)). In Fig. 15(a), 𝐷1 was controlled by

shore-based personnel, while 𝐼1 and 𝐼2 were controlled by

the hierarchical attack strategy to execute the invasion task.

The initial positions of the invaders at time A in Fig. 15(a)

show 𝐼2 as the leader and 𝐼1 as the follower. When the

invaders encountered interception by the defender at time B

in Fig. 15(a), 𝜙 = 3, and 𝑅𝐴𝑃𝐹 was relatively large, indicating

a significant influence range of 𝑈𝐼
rep. At a distance of 900 m
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from 𝐷1, 𝐼2 initiated the potential field attack strategy, turn-

ing left to avoid𝐷1’s interception. As shown inFigs. 15(b) and

15(c) at time = 58, 𝜔𝐼2
was −0.38 rad/s, and 𝑣𝐼2 decreased

from11.5m/s to 7m/s. At timeC in Fig. 15(a), 𝐼1 turned right

to avoid𝐷1’s interception. By timeD in Fig. 15(a), both 𝐼1 and

𝐼2 successfully evaded 𝐷1’s interception, with 𝐼1 maintaining

a safe distanceduring𝐷1’s pursuit, as illustrated in Fig. 15(e).

Figure 16(a) illustrates the three invaders invasion task.

At timeA shown in Fig. 16(a), the initial positions of the three

invaders are depicted. After the mission begins, the invaders

execute the formation attack strategy at time B shown in

Fig. 16(a). Upon encountering 𝐷1, 𝐼3 turns left to evade the

interception area due to the resultant force, followed by 𝐼1
and 𝐼2, which also maneuver to avoid 𝐷1 as indicated at

time C in Fig. 16(a). The speed graph in Fig. 16(c) shows a

decrease in speed during evasive maneuvers, ensuring that

the invaders can avoid𝐷1 by turning sharply at lower speeds.

Throughout the invasion mission, the invaders maintained

safe distances from each other, staying above the capture

radius 𝑟𝑐. Ultimately, the invaders successfully evaded𝐷1 and

completed the invasion mission.

7. Conclusion

This paper addresses both domain protection and inva-

sion task by proposing a hierarchical attack-defense strategy

framework. The following conclusions were drawn from

extensive experiments, including real-world maritime tests:

• The proposed hierarchical strategies proved effective in

both domain protection and invasion tasks. For defense,

the strategy enabled dynamic switching between patrol,

pursuit, and interception, allowing USVs to maintain the

integrity of the protected area. For invasion, it guided

USVs to navigate complex environments and adapt to

dynamic threats, successfully overcomingdefenders. Addi-

tionally, obstacle avoidance was validated through simula-

tions, showcasing the system’s ability to evade re-captured

invaders and maintain mission integrity with real-time

speed and heading adjustments to prevent collisions.

• Advantages of the hierarchical attack-defense strategy

framework: (1) Convenient deployment: It can be directly

implemented in USV systems; (2) Enhanced logicality

and scalability: It is applicable to multi-task scenarios,

allowing for customized decision-making plans based on

task requirements; (3) High efficiency: It does not require

extensive data training and can adjust strategies according

to environmental changes.

• The APF method, while efficient, is challenged by local

minima in dynamic and complex environments. To miti-

gate this, we implemented segmented repulsive forces for

smoother obstacle avoidance and a coupled attraction-

repulsion mechanism to escape local traps. An angle-

adaptive adjustment further enhances adaptability to

environmental changes. These improvements strengthen

robustness without compromising simplicity.

• The proposed framework demonstrates strong scalabil-

ity with larger USV groups and broader operational areas.

While the upper layer’s auction algorithm experiences

a manageable increase in computational complexity and

communication overhead due to its scalable and dis-

tributed design, the middle and lower layers operate inde-

pendently for each USV. This independence ensures that

their computational load and communication require-

ments remain unaffected by the number of agents, allow-

ing the framework to maintain efficiency and robustness.
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