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In this paper, we propose a game theory framework to solve advanced persistent threat problems, especially considering two types of
insider threats: malicious and inadvertent. Within this framework, we establish a unified three-player game model and derive Nash
equilibria in response to different types of insider threats. By analyzing these Nash equilibria, we provide quantitative solutions to
advanced persistent threat problems pertaining to insider threats. Furthermore, we have conducted a comparative assessment of the
optimal defense strategy and corresponding defender’s costs between two types of insider threats. Interestingly, our findings advocate a
more proactive defense strategy against inadvertent insider threats in contrast to malicious ones, despite the latter imposing a higher
burden on the defender. Our theoretical results are substantiated by numerical results, which additionally include a detailed exploration of
the conditions under which different insiders adopt risky strategies. These conditions can serve as guiding indicators for the defender
when calibrating their monitoring intensities and devising defensive strategies.
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1. Introduction

Advanced Persistent Threat (APT), as a new type of cyber-
attack, has posed significant threats to cybersecurity [1–5].
Typically, APT is executed by well-resourced and well-
organized entities and aims to persistently compromise sen-
sitive information from target organizations [6, 7]. To mitigate
APT attacks, numerous game-based approaches [8–11] have
emerged to provide feasible defense strategies [12–18].
However, most of the existing game-based approaches merely
consider defending against external attacks, often neglecting
the presence of insider threats.

In fact, statistical results in [19] revealed that the dam-
age caused by insider threats exceeds that inflicted by

external attackers, mainly because insiders have privileged
access to more sensitive resources than attackers. As such,
both academia and industry have placed increasing atten-
tion on insider threats in recent years [20–25]. In particu-
lar, game-based approaches have been proposed to analyze
mutual strategic behaviors between a defender and an
insider [26–28]. However, two-player game models in these
approaches cannot be directly applied to analyze the cou-
pling relation among the defender, attacker, and insider
in APT with insider threats (APT-I). In response to this
dilemma, certain efforts have been undertaken in [29–32].
For example, [29] modeled the APT-I problem as a three-
player timing game, whereby the defender strategically
selects time points to invest defense resources, intending to
minimize the APT-I impact at the lowest cost. Hu et al. [30]
further captured the APTs’ distinctive feature of prolonged
attack periods with a two-layer game. Specifically, this two-
layer game relies on a differential equation for the evolution
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of the fraction of the compromised organization, with the
defense-attack interaction between the defender and the
external attacker, as well as information trading among
insiders, being modeled, respectively. However, the above-
mentioned APT-I game-based approaches [29, 30] have not
adequately considered the types of insider threats during
defense process.

In the practical APT-I defense, there are generally two
types of insiders: malicious insiders and inadvertent insiders.
Specifically, malicious insiders collaborate with external
attackers for personal, financial, or revenge reasons [22]. In
this case, the competition between defenders and attackers,
the competition between defenders and malicious insiders,
and the cooperation between malicious insiders and
attackers, need to be considered simultaneously in the APT-
I game. This stands in stark contrast to the existing two-
player APT game framework in [26–28], which lacks the
cooperation between malicious insiders and attackers and
serves as a special case in our setting, as confirmed in our
theoretical analysis in Sec. 3.2. For inadvertent insiders, they
act without any malicious intent. However, they may inad-
vertently cause harm or increase the likelihood of future
harm to an organization’s confidentiality, integrity, and
availability [33–36]. For instance, employees might acci-
dentally leak sensitive data on social media, lose work
devices, or fall victim to phishing and other disguised
malware attacks [22, 33, 34]. Due to the unintentional
nature of inadvertent insiders, predicting their strategies
is much more complicated than those of malicious insi-
ders. Moreover, in the APT-I game involving inadvertent
insiders, as opposed to those with malicious insiders,
there is a lack of cooperation between attackers and in-
advertent insiders. However, the strategies of inadvertent
insiders are strongly intertwined with those of defenders,
which in turn affects the attackers’ strategies, conse-
quently leading to different distributions of Nash equi-
libria compared to those involving malicious insiders.
Therefore, the analysis of Nash equilibria in a three-player
APT-I game for the two types of insiders is necessary.
To the best of our knowledge, no results have been
reported on the two types of insider threats in game-
based approaches of the APT-I problem.

In this paper, we distinguish between two types of
insider threats in the APT-I problem and establish a three
player game framework that addresses three key ques-
tions: (i) What is the optimal defense strategy to solve
the APT-I problem involving inadvertent insider threats
or malicious threats? (ii) How do the optimal defense
strategies and associated defense costs differ between the
two types of insider threats mentioned above? Further-
more, (iii) What strategies should be used for feasible
defense if the defender is uncertain about the type of

insider threats? The contributions are summarized as
follows:

. We establish a three-player game model for the APT-I
problem that involves a defender, an attacker, and an
insider, with the insider categorized as either malicious
or inadvertent. Our proposed model extends the existing
two-player game frameworks in [26–28, 37] and the
three-player game frameworks that consider only mali-
cious insiders in [29–32].

. We derive Nash equilibria for the proposed three-player
game. The derived Nash equilibria serve as acceptable
solutions to the APT-I problem with respect to two types
of insider threats.

. In addition to providing feasible Nash equilibrium strat-
egies for the defender, we provide practicable sugges-
tions for the defender to achieve effective defense against
APT attacks with different types of insider threats.

. The derived Nash equilibria are validated through
numerical simulations and experiments. Moreover, we
explore the differences in Nash equilibrium strategies
between malicious insiders and inadvertent insiders
under different levels of monitoring strength. The results
indicate that the inadvertent insider is more likely to
exhibit risky behaviors than the malicious insider.

The remainder of this paper is organized as follows.
Section 2 introduces a three-player game model to solve the
APT-I problem associated with two types of insider threats.
Section 3 presents the corresponding Nash equilibria.
Section 4 discusses Nash equilibrium strategies and the
defender’s costs under different types of insider threats.
Section 5 conducts numerical simulations to verify the
derived Nash equilibria. Finally, Sec. 6 concludes this paper.

2. Problem Formulation

Consider a scenario where an organization faces joint
threats from an external attacker and an insider, as depic-
ted in Fig. 1. The organization comprises a resource server,
a defender, and an insider. The resource server, used for
storing sensitive data, can be accessed by both the defender
and the insider to meet business needs. The insider is
classified as either malicious or inadvertent. A malicious
insider may exploit its access to sell sensitive information
or provide a backdoor for an attacker. If an attacker obtains
sensitive information from a malicious insider, it can bypass
detection systems like firewalls, authentication controls,
and intrusion prevention systems, to rapidly infiltrate the
organization and execute malicious activities such as mon-
itoring sensitive operations, stealing private information, or
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injecting ransomware. While an inadvertent insider has no
incentive to assist an external attacker, it may uninten-
tionally engage in risky behaviors that lead to information
leakage. In summary, this paper is dedicated to addressing
the following problem:

APT-I Problem: Consider an APT-affected organization
with insider threats. How should the defender adopt opti-
mal defense strategies to minimize the system’s continuing
losses in response to APT attacks with inadvertent or
malicious insider threats?

Remark 2.1. Defense measures include user multi-factor
authentication, network security monitoring, and workforce
education [2, 35]. Defense strategies can be interpreted as
the strength/frequency of the adoption of defense mea-
sures. However, defense strategies in most organizations,
such as companies, are often constrained by limited
computational resources. Therefore, the challenge of an
APT-I problem lies in the efficient allocation of finite
defense resources to effectively mitigate APT attacks
coupled with insider threats.

To solve the APT-I problem, we construct a three-player
game model to characterize compromised resources.
Hereinafter, each participant in the scenario is referred to
as a player, and every plausible action taken by a player is
denoted as a strategy.

2.1. The evolution model of resource states

The organization’s resource experiences dynamic changes
due to the long-term presence of APT attacks with insider
threats. The total system resource is normalized to the
value of 1. Define xðtÞ 2 ½0; 1� as the fraction of compro-
mised resources at time t, and thus 1� xðtÞ denotes the
fraction of resources under the defender’s protection.

The proportion of compromised resources evolves accord-
ing to the following dynamic [30]:

x
: ðtÞ ¼ �ð1� xðtÞÞ � �xðtÞ; ð1Þ

where an attack strategy is represented by � 2 ð0; 1� and a
defense strategy is denoted by � 2 ð0; 1�. At a given time t,
�ð1� xðtÞÞ corresponds to the proportion of resources
invaded by the attacker and �xðtÞ signifies the fraction of
resources recaptured by the defender.

Remark 2.2. Given that the resource state xðtÞ is not
observable in real-time by all players, it is impractical for
players to make real-time strategies. In light of this
limitations, we employ nonadaptive strategies, which
imply that �, �, and � are determined prior to the
organization’s deployment. Such nonadaptive strategies
can be regarded as a preplanned attack, a defender’s
routine security assessment, and an insider’s steady rate of
information leakage. It is noteworthy that the nonadaptive
strategy has been recommended as an optimal solution for
the periodic APT response problem [29].

Based on the evolution model (1), the resource state at
time t satisfies

xðtÞ ¼ �

�þ �
ð1� e�ð�þ�ÞtÞ; ð2Þ

which implies that at the onset (i.e. xð0Þ ¼ 0), organization’s
resources are completely under the defender’s protection.
As time tends to infinity, the resource state converges to
�

�þ� at an exponential rate of e�ð�þ�Þt . This implies two key

insights: (1) In the face of a prolonged attack initiated by an
attacker, the proportion of compromised resources increa-
ses. Nevertheless, due to defense strategies adopted by the
defender, complete compromise of organization’s resources
is prevented. (2) A high value of � leads to a smaller limit
point �

�þ� , suggesting that proactive defense strategies can

reduce the proportion of compromised resources.

2.2. The three-player APT-I game

This subsection establishes a three-player game for the
APT-I problem with two types of insider threats. To this
end, we introduce the objective functions of each player in
the APT-I problem.

Attacker: An external attacker aims to invade and
occupy as many resources as possible over an extended
period, while minimizing attack risks. Therefore, the
attacker’s cost function consists of three parts: (i) the risk of
detection by a defender, which is reduced by a factor of
ð1� �Þ2, where � 2 ½0; 1� is the amount of purchased in-
formation from a malicious insider; (ii) the cost of launching
attacks, associated with attack strategies � 2 ð0; 1�; and
(iii) the expense of compensating the malicious insider.

Fig. 1. The diagram of an APT-I model. The dashed line with a
single arrow signifies the flow of private data from organization’s
resources to participants. A solid line with a single arrow repre-
sents a direct action of each participant. The blue double-lined
frame symbolizes the secured detection system.
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The attacker’s average cost function over the time horizon
½0;1Þ is given as follows:

JAð�; �; �Þ ¼ lim
T!1

1
T

Z T

0
pAð1� �Þ2ð1� xðtÞÞ2

þqA�
2ð1� xðtÞÞ2 þ � 2ð1� xðtÞÞ2dt; ð3Þ

where pA 2 ð0; 1Þ denotes a unit risk coefficient of being
detected and qA > 0 represents a weight of each attack cost.

Unlike the attacker’s average cost function used in [30],
where the terms pAð1� �Þ2ð1� xðtÞÞ2 and � 2ð1� xðtÞÞ2
are ignored, the effect of an insider for the attacker has been
considered in our formulation (3).

Remark 2.3. In an APT-I game, the attacker is generally
well-funded and highly-motivated, with its primary objec-
tives often including espionage, control, or maintaining
prolonged access. The strategic focus of an attacker is
predominantly on evading detection rather than on
immediate financial gains. Therefore, here we consider the
attacker’s average cost instead of its profit.

Defender: A defender’s primary objective is to minimize
the damage caused by both an external attacker and an
insider. Its cost function consists of three parts: (i) the loss
caused by compromised resources; (ii) the cost associated
with launching defenses, which correlates with defense
strategies � 2 ð0; 1�; and (iii) the damage inflicted by in-
sider threats. In the time horizon ½0;1Þ, the defender’s
average cost function is given as follows:

JDð�; �; �Þ ¼ lim
T!1

1
T

Z T

0
pDð1� �Þ2x2ðtÞ

þqD�
2x2ðtÞ þ � 2x2ðtÞdt; ð4Þ

where pD 2 ð0; 1Þ denotes a unit cost coefficient for com-
promised resources and qD > 0 represents the weight of
each defensive cost. Notably, the damage from compro-
mised resources pDð1� �Þ2x2ðtÞ is reduced by a factor
of ð1� �Þ2 since the cost brought about by an insid-
er � 2x2ðtÞ is already considered in the last term on the
right-hand side of (4).

Remark 2.4. According to Eq. (4), the defender’s average
cost function JD exhibits a positive correlation with the
fraction of compromised resources xðtÞ. Hence, minimiz-
ing the compromised resources in the organization is
equivalent to finding the best response strategy � � that
minimizes JD.

Malicious insider: The malicious insider’s objective is
to maximize his profit, which is determined by three fac-
tors: (i) the benefit acquired from secured resources; (ii)
the financial gain from selling information to an attacker;
and iii) the negative risk of being caught by a defender.
Specifically, the profit function over the time horizon ½0;1Þ

is described as follows:

JIð�; �; �Þ ¼ lim
T!1

1
T

Z T

0
pIð1� xðtÞÞ2

þ � 2ð1� xðtÞÞ2 � qI� þ 1
2
� 2

� �
dt; ð5Þ

where pI 2 ð0; 1Þ represents the proportion of resources
owned by an insider and qI � 0 denotes the penalty
coefficient.

The insider’s profit function (5) introduces a risk term
�ðqI� þ 1

2 �
2Þ, which implies that the malicious insider

suffers a loss when engaging in risky behaviors. This stands
against the profit design for an insider in [29], where the
risk term is omitted, implying that the malicious insider can
abuse his privileges without bearing any cost.

Inadvertent insider: Since the costs of risky behaviors
adopted by an inadvertent insider are typically shouldered
by the organization rather than the insider itself, this cre-
ates no deterrence for such an insider to abstain from risky
behaviors or to consider the potential risks brought bout by
his actions and behaviors [33–35]. To encourage the in-
advertent insider to manage its own risk and deter it from
engaging in risky behaviors, we propose a risk budget
mechanism applicable to all participating players, including
inadvertent insiders. This mechanism can take the same
form as (5) and includes three different components: (i) A
player who exhibits cautious behaviors can be rewarded
by the organization, as characterized by pIð1� xðtÞÞ2; (ii)
A player engaging in risky behaviors may face penalties,
characterized by �ðqI� þ 1

2 �
2Þ; (iii) In addition, players’

risky behaviors can also bring some benefits, such as
gaining entertainment or relieving stress, which are depic-
ted by �2ð1� xðtÞÞ2. Under this risk budget mechanism, all
players will evaluate their own risks before adopting risky
behaviors [35]. Therefore, this mechanism can not only
encourage the inadvertent insider to behave responsibly
but also offload the risk from the organization.

Remark 2.5. The introduced risk budget mechanism can
mitigate potential organizational losses/risks caused by the
unconscious risky behaviors of inadvertent insiders to a
certain degree. More specifically, the risk budget mechan-
ism incorporates the potential losses to inadvertent
insiders, which in turn improves their risk awareness and
security consciousness. Moreover, by assigning the risk
budget mechanism to each player, the organization can limit
its risky actions or access scope, thereby reducing the
impact of insiders’ risky behaviors on organization. Last but
not least, this risk budget mechanism allows the organiza-
tion to monitor and provide feedback on players’ risky
behaviors. If JI exceeds some preset J 0I , the organization can
promptly adopt security measures, such as reinforcing risk
management and training.
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It is worth noting that the optimal strategies of all
players in the APT-I game with inadvertent insiders are
not the same as those in the APT-I game with malicious
insiders, even if the form of objective functions is similar.
This is because there is no direct cooperation between the
inadvertent insider and an external attacker. The lack of
such cooperation implies that the influence of an inad-
vertent insider on an attacker is implicit, leading to a
fundamental difference between two types of insiders in
the APT-I game.

Definition 2.6 (Nash Equilibrium). A strategy pair ð��; ��;
� �Þ is defined as a Nash equilibrium if

JAð��; ��; � �Þ � JAð�; ��; � �Þ;
JDð��; ��; � �Þ � JDð��; �; � �Þ;
JIð��; ��; � �Þ � JIð��; ��; �Þ:

A Nash equilibrium provides a prediction for attacker’s
and insider’s strategies, helping the defender to determine
the optimal countermeasures against the APT attack and
insider threats. The APT-I problem can be formulated as a
unified three-player game as follows:

APT-I Game: Consider three players: an attacker with an
attack strategy �, a defender with a defense strategy �, and
an insider (either inadvertent or the malicious) with a
strategy �. The goal is to find Nash equilibria ð��; � �; � �Þ
that can solve the following three optimization problems
simultaneously:

�� ¼ min
�

JAð�; � �; � �Þ;
�� ¼ min

�
JDð��; �; � �Þ;

� � ¼ max
�

JIð��; ��; �Þ;

8>><
>>: ð6Þ

where the objective functions JA, JD, and JI are given
in (3)–(5), respectively.

Note that in the worst-case scenario, the attacker knows
the accurate form of JAð�; �; �Þ, and aims to minimize it. In
this sense, Nash equilibrium strategies � � are optimal for
the organization’s defense, at least in the worst-case sce-
nario. Therefore, if ð��; � �; � �Þ is a Nash equilibrium in an
APT-I game, �� is deemed an acceptable solution to the
APT-I problem.

3. Nash Equilibrium Analysis

In this section, we compute Nash equilibria for APT-I game
under two types of insiders in the following four scenarios:

. The defender is aware of insider threats:
(A) A malicious insider exists in the organization;
(B) An inadvertent insider exists in the organization.

. The defender is unaware of insider threats:
(C) A malicious insider exists in the organization;
(D) An inadvertent insider exists in the organization.

3.1. The defender is aware of insider threats

In Scenarios (A) and (B), the defender has access to insi-
der’s strategies, as these strategies are contingent upon the
insider’s privileges and accesses, all of which are known to
the defender.

In Scenario (A), the competition between a defender and
both an attacker and a malicious insider, as well as the
cooperation between an attacker and a malicious insider is
included in the APT-I game. Considering players’ objective
functions given in (3)–(5), the best response strategy of
each player is derived as follows:

Lemma 3.1. Considering an APT-I game with a known
malicious insider, the best response strategies for the
defender, attacker, and malicious insider satisfy

�� ¼
pAð1� �Þ2 þ � 2

qA � �
;

pAð1� �Þ2 þ � 2

qA � �
< 1;

1;
pAð1� �Þ2 þ � 2

qA � �
� 1:

8>><
>>: ð7Þ

�� ¼
pDð1� �Þ2 þ � 2

qD � � ;
pDð1� �Þ2 þ � 2

qD � � < 1;

1;
pDð1� �Þ2 þ � 2

qD � � � 1:

8>><
>>: ð8Þ

� � ¼

1;
�

�þ �

� �2

� qI >
1
2
;

1 or 0;
�

�þ �

� �2

� qI ¼
1
2
;

0;
�

�þ �

� �2

� qI <
1
2
:

8>>>>>>><
>>>>>>>:

ð9Þ

Proof. See Appendix A.

Lemma 3.1 implies that the best response strategy of
each player is affected by the strategies of all other players.
According to the best response strategies of players
in (7)–(9), we can derive the effective Nash equilibrium
strategy for each player, which will be presented in Theo-
rem 3.5. In particular, the best response strategy of the

insider in (9) is either 1 or 0 under the condition ð �
�þ�Þ2 �

qI ¼ 1
2 : The choice of which will be determined by the

derived Nash equilibrium.

Remark 3.2. Note that argmin�2½0;1� JIð�; �; �Þ � f0; 1g
results in � � 2 f0; 1g, suggesting that the malicious insider
can either sell all of information or none at all.

Defense for Advanced Persistent Threat with Inadvertent or Malicious Insider Threats 345

February 20, 2024 9:49:05am WSPC/284-US 2441015 ISSN: 2301-3850
2nd Reading



In Scenario (B), since the inadvertent insider has
no intention of selling information to the attacker, there is
no cooperation between an attacker and an inadvertent
insider. Therefore, the attacker’s objective function
becomes JAð�; �; 0Þ. With this understanding, the best
response strategy for each player is derived as follows:

Lemma 3.3. Considering an APT-I game with a known
inadvertent insider, the best response strategies for the
defender, attacker, and inadvertent insider satisfy

�� ¼
pA

qA � �
;

pA
qA � �

< 1;

1;
pA

qA � �
� 1:

8><
>: ð10Þ

�� ¼
pDð1� �Þ2 þ � 2

qD � � ;
pDð1� �Þ2 þ � 2

qD � � < 1;

1;
pDð1� �Þ2 þ � 2

qD � � � 1:

8>><
>>: ð11Þ

� � ¼

1;
�

�þ �

� �2

� qI >
1
2
;

1 or 0;
�

�þ �

� �2

� qI ¼
1
2
;

0;
�

�þ �

� �2

� qI <
1
2
:

8>>>>>>><
>>>>>>>:

ð12Þ

Proof. The lemma can be obtained following the same line
of reasoning of Lemma 3.1.

Lemma 3.3 implies that the best response strategy of the
inadvertent insider influences that of the defender, which in
turn affects the attacker’s best response strategy.

Remark 3.4. From (9) and (12), it can be seen that when

the penalty coefficient qI > ð �
�þ�Þ2 � 1

2, the insider prefers

to choose risk-averse strategy, i.e. � � ¼ 0. This implies that
a large risk coefficient can prevent the risky behaviors of
both malicious and inadvertent insiders.

For the sake of notations simplicity, we denote rA ¼ pA
qA
,

rD ¼ pD
qD
, and

" ¼ 1ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
1
rD

1ffiffiffiffiffiffiffiffiffiffiffi
1=2þqI

p � 1

� �s :

By using (7)–(9) and (10)–(12), we summarize the effective
Nash equilibrium for the APT-I game with two types of
known insiders in Theorem 3.5.

Theorem 3.5. When the defender is aware of insider
threats, Nash equilibria (corresponding to � � ¼ 1) for the
APT-I game with a malicious insider (Scenario (A)) are

summarized as follows:

rD
pD�

�
A
; � �

A; 1

� �
; if

rA
pA

¼ rD
pD

� 1 and

qI �
1

rA
pA

þ 1

 !2

� 1
2
;

rA
pA

; 1; 1

� �
; if

rA
pA

� 1;
rA
pA

<
rD
pD

; and

qI �
1

rA
pA

þ 1

 !2

� 1
2
;

8>>>>>>>>>>>>>><
>>>>>>>>>>>>>>:

where � �
A 2 ½" ffiffiffiffiffi

pD
p

; 1�. Nash equilibria (corresponding to
� � ¼ 1) for the APT-I game with an inadvertent insider
(Scenario (B)) are given as follows:

rD
pD�

�
B
; � �

B; 1

� �
; if rA ¼ rD

pD
� 1 and

qI �
1

rA þ 1

� �2

� 1
2
;

ðrA; 1; 1Þ; if rA � 1; rA <
rD
pD

; and

qI �
1

rA þ 1

� �2

� 1
2
;

8>>>>>>>>>>>><
>>>>>>>>>>>>:

where � �
B 2 ½" ffiffiffiffiffi

pD
p

; 1�. Moreover, Nash equilibria (corre-
sponding to � � ¼ 0) for the APT-I game are given by

rD
�� ; �

�; 0
� �

; if rA ¼ rD � 1 and

qI >
1

rA þ 1

� �2

� 1
2
;

where � � 2 ½rD; 1�;
rD
�� ; �

�; 0
� �

; if rA ¼ rD � 1 and

qI �
1

rA þ 1

� �2

� 1
2
;

where � � 2 ½rD; ��;
ðrA; 1; 0Þ; if rA � 1; rA < rD; and

qI �
1

rA þ 1

� �2

� 1
2
;

ð1; rD; 0Þ; if rD � 1; rD < rA;

ð1; 1; 0Þ; if rA > 1; rD > 1:

8>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>><
>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>:

ð13Þ

Proof. See Appendix B.

The Nash equilibria (corresponding to �� ¼ 1) in Theo-
rem 3.5 are summarized in Table 1, which includes two
kinds of Nash equilibria. The first kind belongs to a con-
tinuous set and the second one is a singular point. The Nash
equilibria (corresponding to �� ¼ 0) in Theorem 3.5 are
summarized in Table 2.
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Table 5 implies that the defender’s Nash equilibrium
strategies � � in response to malicious insider threats are not
consistently identical to those relative to inadvertent insider
threats. Therefore, adopting different defense strategies for
responding to different types of insider threats enhances the
specificity and effectiveness of APT-I defenses.

3.2. The defender is unaware of insider threats

In Scenarios (C) and (D), the defender is unaware of any
strategies of the insider, and thus the objective function of the
defender becomes JDð�; �; 0Þ. While the defender lacks in-
formation about insiders, the Nash equilibrium strategy is not
consistent in response to different types of insider threats.
This is because the insider’s strategy affects the attacker’s
strategy, which further influences the defender’s strategies.

In Scenario (C), the best response strategies of all three
players are determined by (3), JDð�; �; 0Þ, and (5), which
are given as follows:

Lemma 3.6. Considering an APT-I game with a unknown
malicious insider, the best response strategies for the
defender, attacker, and malicious insider satisfy

�� ¼
pAð1� �Þ2 þ � 2

qA � �
;

pAð1� �Þ2 þ � 2

qA � �
< 1;

1;
pAð1� �Þ2 þ � 2

qA � �
� 1:

8>><
>>: ð14Þ

�� ¼
pD

qD � � ;
pD
qD�

< 1;

1;
pD
qD�

� 1:

8><
>: ð15Þ

� � ¼

1;
�

�þ �

� �2

� qI >
1
2
;

1 or 0;
�

�þ �

� �2

� qI ¼
1
2
;

0;
�

�þ �

� �2

� qI <
1
2
:

8>>>>>>><
>>>>>>>:

ð16Þ

Proof. The lemma can be obtained following the same line
of reasoning of Lemma 3.1.

From (14)–(16), the malicious insider’s strategy influ-
ences the attacker’s best response strategy, which further
influences the defender’s best response strategy.

In scenario (D), JAð�; �; 0Þ, JDð�; �; 0Þ, and (5) determine
the best response strategies for three players:

Lemma 3.7. Considering an APT-I game with a unknown
inadvertent insider, the best response strategies for the
defender, attacker, and inadvertent insider satisfy

�� ¼
pA

qA � �
pA

qA � �
� 1;

1
pA

qA � �
> 1:

8><
>: ð17Þ

�� ¼
pD

qD � �
pD

qD � � � 1;

1
pD

qD � � > 1:

8><
>: ð18Þ

� � ¼

1;
�

�þ �

� �2

� qI >
1
2
;

1 or 0;
�

�þ �

� �2

� qI ¼
1
2
;

0;
�

�þ �

� �2

� qI <
1
2
:

8>>>>>>><
>>>>>>>:

ð19Þ

Proof. The lemma can be obtained following the same line
of reasoning of Lemma 3.1.

It can be seen that the best response strategies of
players are consistent with those in two-player static
APT game [30], which is indeed a special case for our
setting.

According to (14)–(16) and (17)–(19), we present
effective Nash equilibria of the APT-I game with two types
of unknown insiders in Theorem 3.8:

Theorem 3.8. When the defender is unaware of insider
threats, the Nash equilibria (corresponding to � � ¼ 1) for the

Table 1. Different Nash equilibria in Scenarios (A) and (B).

The defender is aware of insider threats

Types Malicious insider (Scenario (A)) Inadvertent insider (Scenario (B))

System configurations Nash equilibria System configurations Nash equilibria

First rA
pA

¼ rD
pD

� 1 qI � ð 1
rA
pA

þ1
Þ2 � 1

2
rD

pD�
�
A
; � �

A; 1
� �

rA ¼ rD
pD

� 1 qI � ð 1
rAþ1Þ2 � 1

2
rD

pD�
�
B
; � �

B; 1
� �

with � �
A 2 ½" ffiffiffiffiffi

pD
p

; 1� with � �
B 2 ½" ffiffiffiffiffi

pD
p

; 1�
Second rA

pA
� 1; rA

pA
< rD

pD
qI � ð 1

rA
pA

þ1
Þ2 � 1

2
rA
pA
; 1; 1

� �
rA � 1; rA < rD

pD
qI � ð 1

rAþ1Þ2 � 1
2

ðrA; 1; 1Þ
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APT-I game with a malicious insider (Scenario (C)) are
summarized as follows:

rD
� �
C
; � �

C ; 1

� �
; if

rA
pA

¼ rD � 1 and

qI �
1

rA
pA

þ 1

 !2

� 1
2
;

rA
pA

; 1; 1

� �
; if

rA
pA

� 1;
rA
pA

< rD; and

qI �
1

rA
pA

þ 1

 !2

� 1
2
;

8>>>>>>>>>>>>>><
>>>>>>>>>>>>>>:

where � �
C 2 ½"; 1�. Nash equilibria (corresponding to � � ¼ 1)

for APT-I game with an inadvertent insider (Scenario (D))
are given as follows:

rD
� �
D
; � �

D;1

� �
; if rA ¼ rD � 1 and

qI �
1

rA þ 1

� �2

� 1
2
;

ðrA; 1; 1Þ; if rA � 1; rA < rD; and

qI �
1

rA þ 1

� �2

� 1
2
;

8>>>>>>>>>><
>>>>>>>>>>:

where � �
D 2 ½";1�. Moreover, Nash equilibria (corresponding

to � � ¼ 0) for APT-I game are the same as those in (13) of
Theorem 3.5.

Proof. See Appendix C.

The Nash equilibria (corresponding to �� ¼ 1) in Theo-
rem 3.8 are summarized in Table 2, in which � �

C is not con-
sistently identical to � �

D. This indicates that even when the
defender does not know the existence of insiders, the Nash
equilibrium strategy of the defender differs for different types
of insider threats. The Nash equilibria (corresponding to
�� ¼ 0) in Theorem 3.5 are summarized in Table 2.

The Nash equilibrium strategies � �
j ; j 2 fA;B; C;Dg for

the defender in Tables 1 and 2 are recommended as

acceptable solutions to the APT-I problem when the insi-
der’s Nash equilibrium strategy is � � ¼ 1.

When � � ¼ 0, the three-player APT-I game can be
simplified to a two-player APT game. In this case, the Nash
equilibria are identical across Scenarios (A)–(D). There-
fore, the Nash equilibrium strategies � � in Table 2 are
suggested as acceptable solutions to the APT-I problem
with � � ¼ 0. This result aligns with that in the APT
game of [30].

As shown in Table 2, the Nash equilibrium strategies ��

and � � are dependent on the system parameters rA and rD.
More specifically, if rA ¼ rD � 1, then �� � � � ¼ rA ¼ rD. If
rA < rD, the defender expands its defense strategy to
�� ¼ 1, which implies a greater concern for the cost of
uncontrolled resources relative to the attacker. Conversely,
if rD < rA, the attacker expends its strategy to �� ¼ 1 such
that it can compromise additional system’s resources. If rD
> 1 and rA > 1, both the defender and the attacker employ
their maximum strategies.

Remark 3.9. We observe that � � ¼ 0 always holds under
the system configuration rD � 1; rD < rA or rA > 1; rD > 1.
This is because, under such configuration, �� ¼ 1 always
holds, leading to a reduction in the percentage of secure
resources 1� xðtÞ based on (2). From the insider’s
objective function (5), a low percentage of secure resources
means that the profit term pIð1� xðtÞÞ2 þ � 2ð1� xðtÞÞ2
fails to compensate for the risk term qI� þ 1

2 �
2. This leaves

the insider with no incentive to engage in risky behaviors,

Table 2. Different Nash equilibria in Scenarios (C) and (D).

The defender is unaware of insider threats

Types Malicious insider (Scenario (C)) Inadvertent insider (Scenario (D))

System configurations Nash equilibria System configurations Nash equilibria

First rA
pA

¼ rD � 1 qI � ð 1
rA
pA

þ1
Þ2 � 1

2
rD
� �

C
; � �

C ; 1
� �

rA ¼ rD � 1 qI � ð 1
rAþ1Þ2 � 1

2
rD
� �

D
; � �

D; 1
� �

,

with � �
C 2 ½"; 1� with � �

D 2 ½"; 1�.
Second rA

pA
� 1; rA

pA
< rD qI � ð 1

rA
pA

þ1
Þ2 � 1

2
rA
pA
; 1; 1

� �
rA � 1; rA < rD qI � ð 1

rAþ1Þ2 � 1
2

ðrA; 1; 1Þ

Table 3. The Nash equilibria in Scenarios (A)–(D) when � � ¼ 0.

System configurations Nash equilibria

rA ¼ rD � 1 qI > ð 1
rAþ1Þ2 � 1

2
rD
� � ; � �; 0
� �

; � � 2 ½rD; 1�
qI � ð 1

rAþ1Þ2 � 1
2

rD
� � ; ��; 0
� �

; �� 2 ½rD; "�
rA � 1; rA < rD qI � ð 1

rAþ1Þ2 � 1
2

ðrA; 1; 0Þ
rD � 1; rD < rA — ð1; rD; 0Þ
rA > 1; rD > 1 — ð1; 1; 0Þ
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i.e. � � ¼ 0 always holds. Therefore, under the system
configuration rD � 1; rD < rA or rA > 1; rD > 1, the insider
threats can be ignored by the defender. In addition, a high
risk coefficient qI > ð 1

rAþ1Þ2 � 1
2 can also suppress the risk

behaviors of insiders.

According to Tables 1–2, the defender can adopt the fol-
lowing defense measures to mitigate its costs: (i) Decrease
the weight of the defense action qD to satisfy either rA < rD
or rD > 1, which ensures �� ¼ 1 and �� ¼ rA. (ii) Enhance
detection capabilities to satisfy qI > ð 1

rAþ1Þ2 � 1
2, which

ensures � � ¼ 0.

4. Discussions and Suggestions

4.1. Discussions

In this subsection, we characterize the difference between
two types of insider threats in terms of the Nash equilib-
rium strategy � � and the cost JDð��; � �; 1Þ for the defender.
Our results show that compared with malicious insider
threats, inadvertent insider threats result in a larger value
of �� but a smaller value of JD.

Comparisons on Nash equilibrium strategies ��:
For the sake of analysis, we summarize all effective Nash

equilibrium strategies under eight system configurations
in Table 4.

Table 4 implies that the value of � � for defending inad-
vertent insider threats is always larger than that for
defending malicious insider threats. Therefore, the defender
should employ more active defense strategies (such as
increasing the frequency of double user identification,
enhancing network security monitoring, and implementing
robust employee training programs [2, 35]) to address the
APT-I problem with inadvertent insider threats compared
with malicious insider threats.

Comparisons on defender’s costs JDð��; ��;1Þ:
(1) The defender is aware of insider threats
Given JDð��; � �; � �Þ, we compute the defender’s average

cost as follows:

JDð��; ��; 1Þ ¼ ð1þ qDð��Þ2Þ ��

�� þ �
�

� �2

¼ 1

1þ qDð��Þ2 ; ð20Þ

where �� � � � ¼ rD
pD

and � � ¼ 1 are obtained from Table 1.

(2)The defender is unaware of insider threats
Given JDð��; � �; 0Þ, we compute the defender’s average

cost as follows:

JDð��; � �; 0Þ ¼ ðpD þ qDð� �Þ2Þ ��

�� þ �
�

� �2

¼ p2
D

pD þ qDð� �Þ2 ; ð21Þ

where �� � � � ¼ rD are obtained from Table 2.
According to Table 4, malicious insider threats always

increase the value of �� and decrease the value of � �.
Combining this relationship with (20) and (21), we can see
that malicious insider threats impose higher costs on the
defender compared to inadvertent insider threats.

4.2. Suggestions

The Nash equilibrium strategies �� in Tables 1–2 are sug-
gested as acceptable solutions to the APT-I problem.
According to the theoretical analysis in Secs. 3 and 4.1, we
present some practicable suggestions for the defender to
mitigate the APT-I problem with two types of insider threats.

. The defender should employ more active defense
strategies against inadvertent threats as compared to

Table 4. Nash equilibrium strategies under different system configurations and two types of insiders.

Configurations Insiders �� �� � � Configurations Insiders �� �� � �

rA
pA

¼ rD
pD

� 1 and Inadvertent rA 1 1 rA
pA

� 1; rA
pA

< rD
pD

and Inadvertent rA 1 1

qI � ð 1
rA
pA

þ1
Þ2 � 1

2
Malicious ½ rDpD ;

rD
"
ffiffiffiffiffi
p 3
D

p � " ½" ffiffiffiffiffi
pD

p
; 1� # 0 qI � ð 1

rA
pA

þ1
Þ2 � 1

2
Malicious rA

pA
" 1 1

rA ¼ rD
pD

� 1 and Inadvertent ½ rDpD ;
rD

"
ffiffiffiffiffi
p 3
D

p � ½" ffiffiffiffiffi
pD

p
; 1� 1 rA � 1; rA < rD

pD
� 1 and Inadvertent rA 1 1

qI � ð 1
rAþ1Þ2 � 1

2
Malicious 1 " rD # 0 qI � ð 1

rAþ1Þ2 � 1
2

Malicious rA
pA

" 1 1
rA
pA

¼ rD � 1 and Inadvertent rA 1 1 rA
pA

� 1; rA
pA

< rD and Inadvertent rA 1 1

qI � ð 1
rA
pA

þ1
Þ2 � 1

2
Malicious ½rD; rD" � " ½"; 1� # 1 qI � ð 1

rA
pA

þ1
Þ2 � 1

2
Malicious rA

pA
" 1 1

rA ¼ rD � 1 and Inadvertent ½rD; rD" � ½"; 1� 1 rA � 1; rA < rD and Inadvertent rA 1 1

qI � ð 1
rAþ1Þ2 � 1

2
Malicious ½rD" ; 1� " ½rD; "� # 0 qI � ð 1

rAþ1Þ2 � 1
2

Malicious rA
pA

" 1 1
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malicious ones. The active defense strategies include
increasing the strength of security monitoring and the
frequency of workforce education.

. When the defender is unaware of insider threats, it is ad-
visable to maintain a high level of monitoring and defense.

. Increase the penalty coefficient to satisfy qI > ð 1
rAþ1 � 1

2

and � � ¼ 0. For inadvertent insider threats, the defender
can enhance employee training and risk communication,
enforce process discipline, and intensify punitive mea-
sures [35]. For malicious insiders, the defender can use

deception techniques (e.g. Darknets and Honey nets [38])
to increase the malicious insiders’ losses when selling
information.

. The defender can prejudge whether the condition rD � 1;
rD < rA or rD > 1; rA > 1 is met. If it is met, the defender
can ignore insider threats (as � � ¼ 0 always holds) and
maintain the same defense strategy as that used in the two-
player APT game.

5. Numerical Experiments

We first verify the Nash equilibria in Tables 1–3. Then, we
validate the results in Sec. 4. Finally, we examine the insi-
der’s strategies under multiple different values of qI .

5.1. The Nash equilibrium verification

5.1.1. Verification of Tables 1 and 2

The system configurations are set as pA ¼ 0:95, pD ¼ 0:9,
qD ¼ 4:5, pI ¼ 0:1, and qI ¼ 0:01. The values of qA and
theoretical Nash equilibria are given in Table 5.

Figure 2 depicts the average objective function for each
player under the system configurations given in Table 1.

Table 5. The system configurations of Tables 1 and 2.

Scenarios Kinds qA Configurations NEs

A First 4.55 rA
pA

¼ rD
pD

¼ 0:22 � 1 (0.26, 0.84, 1)

Second 7.14 rA
pA

¼ 0:14 < rD
pD

¼ 0:22 (0.14, 1, 1)

B First 4.32 rA ¼ rD
pD

¼ 0:22 � 1 (0.25, 0.89, 1)

Second 7.14 rA ¼ 0:13 < rD
pD

¼ 0:22 (0.13, 1, 1)

C First 5 rA
pA

¼ rD ¼ 0:2 � 1 (0.26, 0.76, 1)

Second 6.67 rA
pA

¼ 0:15 < rD ¼ 0:2 (0.15, 1, 1)

D First 4:75 rA ¼ rD ¼ 0:2 � 1 (0.25, 0.8, 1)

Second 6.67 rA ¼ 0:14 < rD ¼ 0:2 (0.14, 1, 1)

(a) The APT-I game with a known malicious insider (Scenario (A))

(b) The APT-I game with a known inadvertent insider (Scenario (B))

Fig. 2. Verification of Table 1. In Fig. 2(a), the yellow lines are used to verify the first kind of Nash equilibria under Scenario (A) in
Table 5. The purple lines are used to verify the second kind of Nash equilibria under Scenario (A) in Table 5. In Fig. 2(b), the blue lines are
used to verify the first kind of Nash equilibria under Scenario (B) in Table 5. The red lines are used to verify the second kind of Nash
equilibria under Scenario (B) in Table 5.
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In Fig. 2(a), the Nash equilibrium ð0:26; 0:84; 1Þ aligns
with ð rD

pD� � ; ��; 1Þ, where � � 2 ½" ffiffiffiffiffi
pD

p
;1� and "

ffiffiffiffiffi
pD

p ¼ 0:67.

The Nash equilibrium ð0:14; 1; 1Þ aligns with ð rApA ; 1; 1Þ.
In Fig. 2(b), the Nash equilibrium ð0:25; 0:89; 1Þ is consis-
tent with ð rD

pD� � ; � �; 1Þ, where �� 2 ½" ffiffiffiffiffi
pD

p
; 1� and "

ffiffiffiffiffi
pD

p ¼
0:67. The Nash equilibrium ð0:13; 1; 1Þ is consistent with
ðrA; 1; 1Þ.

Figure 3 shows the average objective function for each
player under the system configurations in Table 2. In
Fig. 3(a), the Nash equilibrium ð0:26; 0:76; 1Þ aligns with
ð rD� � ; ��; 1Þ, where �� 2 ½"; 1� and " ¼ 0:71. The Nash equi-

librium ð0:15; 1; 1Þ aligns with ð rApA ; 1; 1Þ. In Fig. 3(b), the

Nash equilibrium ð0:25; 0:8; 1Þ is consistent with ð rD� � ; � �; 1Þ
when �� 2 ½";1� and " ¼ 0:71. The Nash equilibrium ð0:14;
1; 1Þ is consistent with ðrA; 1; 1Þ.

Therefore, the minimums of JD and JA, and the maximum
of JI in Figs. 2 and 3, correspond with theoretical Nash
equilibria listed in Table 5.

5.1.2. Verification of Table 2

The system configurations are set as pA ¼ 0:95, pD ¼ 0:9,
and pI ¼ 0:1. The remaining system configurations and
theoretical Nash equilibria are established in Table 6.

Figure 4 validates Nash equilibria in Table 2, and Fig. 4
also demonstrates that the insider always achieves the
largest profit when � � ¼ 0.

5.2. Discussion validation

Table 7 directly shows that � � associated with the malicious
threat is never greater than � � associated with the inad-
vertent threat.

Figure 5 depicts the defender’s average costs JD under
different � � between malicious insider threats (Scenario (A)
or Scenario (C)) and inadvertent insider threats (Scenario
(B) or Scenario (D)). The results indicate that malicious
insider threats impose a higher cost on the defender com-
pared to inadvertent insider threats.

Furthermore, we also compare two types of insider
threats in terms of the attacker’s average costs and the
insider’s average profits. The results are depicted in Fig. 6,
which shows that the malicious insider increases the
attacker’s costs but also incurs greater risk than the inad-
vertent insider.

5.3. Risk coefficient examination

We set a series of risk coefficients, qk
I ¼ 0:1þ 0:01 � k;

k ¼ 0; . . . ; 14 to examine the insider’s Nash equilibrium
strategies � �. The system configurations are set as
pA ¼ pD ¼ 0:8, qA ¼ 4, and pI ¼ 0:1. The rest of para-
meters and theoretical Nash equilibria are listed in
Table 8.

Table 6. The system configurations of Table 2.

qA qD System configurations NEs

4:75 4:5 rA ¼ rD ¼ 0:2 � 1 qI ¼ 0:3 (0.9, 0.33, 0)
qI ¼ 0:01 (0.6, 0.5, 0)

6.67 4.5 rA ¼ 0:14 < rD ¼ 0:2 qI ¼ 0:3 (0.225, 1, 0)
1.9 4.5 rD ¼ 0:2 < rA ¼ 0:5 qI ¼ 0:01 (1, 0.3, 0)
0.5 0.3 rA ¼ 1:9; rD ¼ 3 qI ¼ 0:01 (1, 1, 0)

(a) The APT-I game with an unknown malicious insider (Scenario (C))

(b) The APT-I game with an unknown inadvertent insider (Scenario (D))

Fig. 3. Verification of Table 2. In Fig. 2(a), the yellow lines are
used to verify the first kind of Nash equilibria under Scenario (C)
in Table 5. The purple lines are used to verify the second kind of
Nash equilibria under Scenario (C) in Table 5. In Fig. 2(b), the blue
lines are used to verify the first kind of Nash equilibria under
Scenario (D) in Table 5. The red lines are used to verify the second
kind of Nash equilibria under Scenario (D) in Table 5.
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Fig. 4. Verification of Table 2 with � � ¼ 0.

(a) Comparisons of JD between Scenarios (A) and (B) (b) Comparisons of JD between Scenarios (C) and (D)

Fig. 5. Comparisons of the defender’s average costs under various � � between two types of insider threats. The red bars represent the
values of JD associated with malicious insider threats, and the blue bars represent those related to inadvertent insider threats.

Table 7. The variations of NE strategies under different system configurations.

Configurations Insiders �� � � � � Configurations Insiders �� � � � �

rA
pA

¼ rD
pD

¼ 0:22 � 1 and Inadvertent 0.21 1 1 rA
pA

¼ 0:14 < rD
pD

¼ 0:22 and Inadvertent 0.13 1 1

qI ¼ 0:01 < 0:17 Malicious ½0:22; 0:33� " ½0:67; 1� # 0 qI ¼ 0:01 < 0:27 Malicious 0:14 " 1 1

rA ¼ rD
pD

¼ 0:22 � 1 and Inadvertent ½0:22; 0:33� ½0:67; 1� 1 rA ¼ 0:13 < rD
pD

¼ 0:22 and Inadvertent 0.13 1 1

qI ¼ 0:01 < 0:17 Malicious 1 " 0:2 # 0 qI ¼ 0:01 < 0:28 Malicious 0:14 " 1 1
rA
pA

¼ rD ¼ 0:2 � 1 and Inadvertent 0.19 1 1 rA
pA

¼ 0:15 < rD ¼ 0:2 and Inadvertent 0:14 1 1

qI ¼ 0:01 < 0:19 Malicious ½0:2; 0:28� " ½0:71; 1� # 1 qI ¼ 0:01 < 0:26 Malicious 0:15 " 1 1

rA ¼ rD ¼ 0:2 � 1 and Inadvertent ½0:2; 0:28� ½0:71; 1� 1 rA ¼ 0:14 < rD ¼ 0:2 and Inadvertent 0:14 1 1

qI ¼ 0:01 < 0:19 Malicious ½0:28; 1� " ½0:2; 0:71� # 0 qI ¼ 0:01 < 0:27 Malicious 0:15 " 1 1
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Figure 7 implies that the inadvertent insider is more likely
to choose � � ¼ 1 than the malicious insider is. Therefore,
the defender should adopt more active monitoring effort to
enlarge qI in response to inadvertent insider threats than
malicious insider threats.

6. Conclusion

In this paper, we proposed a three-player APT-I game
model to characterize the coupling relation among the
defender, the attacker and the insider in the problem of
advanced persistent threat with insider threats. The pro-
posed APT-I game model is applicable to both malicious
insider threats and inadvertent insider threats. Through
rigorous theoretical analysis, we derived the effective
Nash equilibrium for the proposed three-player APT-I
game, which serves as an acceptable solution to the
problem of advanced persistent threat with insider
threats. Moreover, by comparing the defender’s Nash
equilibrium strategies and the defender’s average costs
between malicious insider threats and inadvertent insider
threats, we provide practicable suggestions for the de-
fender to effectively mitigate APT attacks with different
insider threats. Finally, the numerical simulations and
experiments verify the derived Nash equilibria. Future
work will include dynamic games and Bayesian games for
solving the APT-I problem.

a

(a) Comparisons of JA and JI in Scenarios (A) and (B)

0.0

0.2

0.4

0.6

0.8

1.0

0.830.87

0.330.32

Attacker Insider

(b) Comparisons of JA and JI in Scenarios (C) and (D)

Fig. 6. Comparisons of the attacker’s average costs and the insi-
der’s average profits between two types of insider threats. The
purple bars represent the values of JA associated with malicious
insider threats, while the yellow bars represent those associated
with inadvertent insider threats. The red bars represent the values
of JI related to malicious insider threats, and the green bars rep-
resent those related to inadvertent insider threats.

(a) JI (1) � JI (0) in Scenarios (A) and (B)

(b) JI (1) � JI (0) in Scenarios (C) and (D)

Fig. 7. The Nash equilibrium strategies � � under different qI .
When JIð1Þ � JIð0Þ � 0, � � ¼ 1, otherwise, � � ¼ 0. The red points
represent Nash equilibrium strategies � � of the malicious insider
and the blue points represent those of the inadvertent insider.

Table 8. NE strategies � � under different qI .

Scenarios qD rD qI NEs

A 4 0.2 qI � 0:14 (0.25, 1, 1)
0:14 < qI < 0:19 (1, 0.2, 0)

qI � 0:19 (0.2, 1, 0)
B 5 0.16 qI � 0:19 (0.2, 1, 1)

qI > 0:19 (1, 0.16, 0)
C 3.2 0.25 qI � 0:14 (0.25, 1, 1)

0:14 < qI < 0:19 None
qI � 0:19 (0.2, 1, 0)

D 4 0.2 qI � 0:19 (0.2, 1, 1)
qI > 0:19 (0.2, 1, 0)

Defense for Advanced Persistent Threat with Inadvertent or Malicious Insider Threats 353

February 20, 2024 9:50:14am WSPC/284-US 2441015 ISSN: 2301-3850
2nd Reading



Appendix A. Proof of Lemma 3.1

By substituting (2) into (3)–(5), we obtain

JAð�; �; �Þ ¼ ðpAð1� �Þ2 þ qA�2 þ � 2Þ �

�þ �

� �2

;

JDð�; �; �Þ ¼ ðpDð1� �Þ2 þ qD�2 þ � 2Þ �

�þ �

� �2

;

JIð�; �; �Þ ¼ ðpI þ � 2Þ �

�þ �

� �2

� qI� þ 1
2
� 2

� �
:

8>>>>>>><
>>>>>>>:

By taking the derivative of JAð�; � �; � �Þ, we have

dJAð�; � �; � �Þ
d�

¼ 2ð��Þ2
ð�þ �

�Þ3 ½qA��
� � pAð1� �

�Þ2 � ð� �Þ2�:

When � ¼ 0, it yields

dJAð�; � �; � �Þ
d�

����
�¼0

¼ � 2
�� ½pAð1� �

�Þ2 þ ð� �Þ2� < 0;

which implies that JAð�; ��; � �Þ is decreasing at the initial

attack strategy. Given � 2 ð0; 1�, if dJA
d� remains negative, then

JAð�; ��; � �Þ reaches its minimum value at �� ¼ 1. If dJA
d�

strikes the horizontal axis once and only once at

�� ¼ pAð1��
�Þ2þð� �Þ2
qA� � , then the minimum point of JAð�; � �; � �Þ

is �� ¼ �� when �� < 1, or �� ¼ 1 when �� � 1.
Following a similar argument to the above analysis, we

obtain that the derivative of JDð��; �; � �Þ satisfies
dJDð��; �; � �Þ

d�
¼ 2ð��Þ2

ð�� þ �Þ3 ½qD�
�� � pDð1� �

�Þ2 � ð� �Þ2�:

When � ¼ 0, it yields

dJDð��; �; � �Þ
d�

����
�¼0

¼ � 2
�� ½pDð1� �

�Þ2 þ ð� �Þ2� < 0:

Therefore, when �� ¼ pDð1��
�Þ2þð� �Þ2

qD�� < 1, the minimum

value of JDð��; �; � �Þ is achieved at � � ¼ �� . Otherwise, the
minimum point is �� ¼ 1.

We proceed to characterize the best response strategy of
the insider. The derivative of JIð��; � �; �Þ satisfies

dJIð��; ��; �Þ
d�

¼ 2�
��

�� þ �
�

� �2

� qI � �:

The second derivative of JIð��; ��; �Þ satisfies
d2JIð��; ��; �Þ

d2�
¼ 2

��

�� þ �
�

� �2

� 1;

which implies that if 2ð �
�

�
�þ�

� Þ2 � 1 � 0, then JIð��; ��; �Þ
is convex, otherwise, it is concave. Moreover, when � ¼ 0,
we have

dJIð��; � �; �Þ
d�

����
�¼0

¼ �qI � 0;

which implies that themaximum point of JIð��; � �; �Þ is either
� � ¼ 0 or � � ¼ 1. The relationship between JIð��; ��; 0Þ and
JIð��; ��;1Þ satisfies

JIð��; ��; 1Þ ¼ JIð��; � �; 0Þ þ ��

�� þ �
�

� �2

� 1

2
� qI:

Hence, when ð �
�

�
�þ�

� Þ2 � qI <
1
2, the maximum value of

JIð��; ��; �Þ is achieved at � � ¼ 0. When ð �
�

�
�þ�

� Þ2 � qI >
1
2,

we have � � ¼ 1. When ð � �

�
�þ�

� Þ2 � qI ¼ 1
2, the maximum

point is either � � ¼ 1 or � � ¼ 0.

Appendix B. Proof of Theorem 3.5

(1) APT-I game with a known malicious insider
According to the optimal response strategies in (7)–(9),

there exist twelve potential Nash equilibria in the APT-I
game. We characterize each of them as follows:
Case 1: NE1 ¼ ð rA� � ;

rD
�� ; 0Þ:

The existence of NE1 is dependent on system config-
urations rA and rD. When rA 6¼ rD, NE1 does not exit. When
rA ¼ rD, we have

rA
� � � 1;

rD
�� � 1; and

��

�� þ �
�

� �2

� qI �
1
2
:

Since �� ¼ rA
� � is always valid, we obtain

1 � 1
� � � 1

rA
and

1
�� � 1

"
: ðB:1Þ

Given qI � 0, rD ¼ rA � 1, and " > rA, there are two cases:

. If qI > ð 1
rAþ1Þ2 � 1

2, then 1
" < 1, and further NE1 ¼

ð rD� � ; ��; 0Þ with � � 2 ½rD; 1�.
. If qI � ð 1

rAþ1Þ2 � 1
2, then 1

" � 1, and further NE1 ¼
ð rD� � ; ��; 0Þ with � � 2 ½rD; "�:

Case 2: NE2 ¼ ð��; � �; � �Þ ¼ ðrA; 1; 0Þ:
When rA � rD, the Nash equilibrium NE2 does not exist.

When rA < rD, we have

rA � 1; rA < rD; and
1

rA þ 1

� �2

� qI �
1
2
: ðB:2Þ

Therefore, when rA � 1; rA < rD and qI � ð 1
rAþ1Þ2 � 1

2,
NE2 ¼ ðrA; 1; 0Þ holds.
Case 3: NE3 ¼ ð��; � �; � �Þ ¼ ð1; rD; 0Þ:

When rA � rD, NE3 does not exist. When rA > rD, we
have

rD � 1; rD < rA and
pD

pD þ qD

� �2

� qI �
1
2
:

Since pD � qD yields qI � ð pD
pDþqD

Þ2 � 1
2, NE3 ¼ ð1; rD; 0Þ

exists when rD � 1 and rD < rA.
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Case 4: NE4 ¼ ð��; ��; � �Þ ¼ ð1; 1; 0Þ:
When rA � 1 or rD � 1, NE4 does not exist. When rA > 1

and rD > 1, NE4 ¼ ð1; 1; 0Þ exists.
Case 5: NE5 ¼ ð rA

pA� � ;
rD

pD� � ; 1Þ:
When rA

pA
6¼ rD

pD
, NE5 does not exist. When rA

pA
¼ rD

pD
, we

obtain
rD

pD� � � 1;
rD

pD�� � 1; and

��

�� þ �
�

� �2

� qI �
1
2
:

ðB:3Þ

Substituting �� ¼ rD
pD� � into (B.3) yields

1 � 1
�� � pD

rD
;

1
�� � 1

"
ffiffiffiffiffi
pD

p ; and

qI �
1

rD
pDð� �Þ2 þ 1

 !2

� 1
2
:

Based on qI � 0, we have 1
"
ffiffiffiffi
pD

p < pD
rD
, which involves the

following two cases:

. If qI > ð 1
rD
pD

þ1
Þ2 � 1

2, then
1

"
ffiffiffiffi
pD

p < 1, which implies that NE5

does not exist.
. If qI � ð 1

rD
pD

þ1
Þ2 � 1

2, then 1
"
ffiffiffiffi
pD

p � 1, and further NE5 ¼
ð rD
pD� � ; � �; 1Þ with � � 2 ½" ffiffiffiffiffi

pD
p

; 1�.

Case 6: NE6 ¼ ðpAð1��
�Þ2þð� �Þ2
qA� � ; pDð1��

�Þ2þð� �Þ2
qD� � ; � �Þ with � � ¼

1 or 0.
The existence of NE6 requires that inequalities (B.1) and

(B.3) hold simultaneously. However, pD 6¼ 1 and pA 6¼ 1
imply that NE6 does not exist.
Case 7: NE7 ¼ ð��; ��; � �Þ ¼ ð rApA ; 1; 1Þ:

When rA
pA

� rD
pD
, NE7 does not exist. When rA

pA
< rD

pD
, we have

rA
pA

� 1;
rA
pA

<
rD
pD

; and
qA

1þ qA

� �2

� qI �
1
2
: ðB:4Þ

Therefore, when rA
pA

� 1; rA
pA

< rD
pD
; and qI � ð 1

rA
pA

þ1
Þ2 � 1

2,

NE7 ¼ ð rApA ; 1; 1Þ exists.
Case 8: NE8 ¼ ðpAð1��

�Þ2þð� �Þ2
qA� � ; 1; � �Þ with � � ¼ 0 or 1.

The existence of NE8 requires inequalities (B.2) and
(B.4) hold simultaneously. However, pD 6¼ 1 and pA 6¼ 1
imply that NE8 does not exist.
Case 9: NE9 ¼ ð��; ��; � �Þ ¼ ð1; rD; 1Þ:

When rA � rD, NE9 does not exist. When rA > rD, we
have

rD � 1; rD < rA; and
pD

pD þ qD

� �2

� qI �
1
2
:

Since pD � qD implies qI � ð pD
pDþqD

Þ2 � 1
2, NE9 does not exist.

Case 10: NE10 ¼ ð1; rD; � �Þ with � � ¼ 0 or 1.
The inequality qI ¼ ð pD

pDþqD
Þ2 � 1

2 < 0 implies that NE10

does not exist.
Case 11: NE11 ¼ ð��; � �; � �Þ ¼ ð1; 1; 1Þ:

The inequality qI � � 1
4 implies that NE11 does not exist.

Case 12: NE12 ¼ ð1; 1; � �Þ with � � ¼ 0 or 1.
The inequality qI ¼ ð12Þ2 � 1

2 < 0 implies that NE12 does
not exist.

(2) APT-I game with a known inadvertent insider
According to the best response strategies in (10)–(12),

there exist 12 potential Nash equilibria in the APT-I game.
Since Cases 1–4 and 9–12 can be obtained following the
same line of reasoning as those in Appendix B(1), we omit
them here. In addition, due to pD 6¼ 1, the Nash equilibria in
Cases 6 and 8 do not exist. The rest of cases are discussed
as follows:
Case 5: NE5 ¼ ð rA� � ;

rD
pD� � ; 1Þ:

When rA 6¼ rD
pD
, NE5 does not exist. When rA ¼ rD

pD
, we

have

rD
pD� � � 1;

rD
pD�� � 1; and

� �

�� þ �
�

� �2

� qI �
1
2
:

Since the rest of the analysis is similar to the derivations
of Case 5 in Appendix B(1), we omit them here and only
present the result: when rA ¼ rD

pD
� 1 and qI � ð 1

rAþ1Þ2 � 1
2,

NE5 ¼ ð rD
pD� � ; � �; 1Þ exists, where � � satisfies

�� 2 ½" ffiffiffiffiffi
pD

p
; 1�.

Case 7: NE7 ¼ ð��; ��; � �Þ ¼ ðrA; 1; 1Þ:
When rA � rD

pD
, NE7 does not exist. When rA < rD

pD
, we

obtain

rA � 1; rA <
rD
pD

; and
1

rA þ 1

� �2

� qI �
1
2
:

Therefore, when rA � 1; rA < rD
pD
; and qI � ð 1

rAþ1Þ2 � 1
2,

NE7 ¼ ðrA; 1; 1Þ exists.
Combining all the Cases given in Appendix B(1)

with Cases 5 and 7 given in Appendix B(2), we prove
Theorem 3.5.

Appendix C. Proof of Theorem 3.8

(1) APT-I game with an unknown malicious insider
Based on the best response strategies in (14)–(16), there

are 12 possible Nash equilibria in the APT-I game. Since
Cases 1–4 and 9–12 can be obtained following the same line
of reasoning as those in Appendix B(1), we omit them here.
In addition, due to pA 6¼ 1, the Nash equilibria in Cases 6
and 8 do not exist. We proceed to discuss the rest of cases.
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Case 5: NE5 ¼ ð rA
pA� � ;

rD
� � ; 1Þ:

When rA
pA

6¼ rD, NE5 does not exist. When rA
pA

¼ rD, we
have

rD
� � � 1;

rD
�� � 1 and

� �

�� þ �
�

� �2

� qI �
1
2
:

Given �� ¼ rD
� � , we have

1 � 1
� � � 1

rD
and

1
�� � 1

"
:

By using qI � 0 and " > rD, we consider the following two
cases:

. When qI > ð 1
rDþ1Þ2 � 1

2, we have 1
" < 1, which implies that

NE5 does not exist.
. When qI � ð 1

rDþ1Þ2 � 1
2, we have 1

" � 1, which implies that

NE5 ¼ ð rD� � ; � �; 1Þ exists, where � � satisfies � � 2 ½"; 1�.
Case 7: NE7 ¼ ð��; ��; � �Þ ¼ ð rApA ; 1; 1Þ:

When rA
pA

� rD, NE7 does not exist. When rA
pA

< rD, we
obtain

rA
pA

� 1;
rA
pA

< rD; and
1

rA
pA

þ 1

 !2

� qI �
1
2
:

Therefore, when rA
pA

� 1; rA
pA

< rD; and qI � ð 1
rA
pA

þ1
Þ2 � 1

2,
NE7 ¼ ð rApA ; 1; 1Þ exists.

(2) APT-I game with an unknown inadvertent insider
Based on the best response strategies presented in (17)–

(19), there exist 12 possible Nash equilibria in the APT-I
game. Since Cases 1–4 and 9–12 can be obtained following
the same line of reasoning as those in Appendix B(1),
we omit them here. The rest of the cases are discussed as
follows:
Case 5: NE5 ¼ ð rA� � ;

rD
�� ; 1Þ:

When rA 6¼ rD, NE5 does not exist. When rA ¼ rD, we
have

rD
�� � 1;

rD
�� � 1; and

� �

�� þ �
�

� �2

� qI �
1
2
: ðC:1Þ

Since the rest of the analysis is similar to the derivations of
Case 5 in Appendix C(1), we omit them here and only
present the result: when rA ¼ rD � 1 and qI � ð 1

rDþ1Þ2 � 1
2,

NE5 ¼ ð rD� � ; ��; 1Þ exists, where �� satisfies �� 2 ½";1�.
Case 6: NE6 ¼ ð rA� � ;

rD
�� ; �

�Þ with � � ¼ 1 or 0.

The existence of NE6 requires that inequalities (B.1) and
(C.1) hold simultaneously. We have NE6 ¼ ðrD" ; "; � �Þ with

� � ¼ 1 or 0 only when rA ¼ rD � 1 and qI ¼ ð 1
rDþ1Þ2 � 1

2,

which is a special case of Cases 1 and 5, and thus can be
included in Cases 1 and 5.

Case 7: NE7 ¼ ð��; � �; � �Þ ¼ ðrA; 1; 1Þ:
When rA � rD, NE7 does not exist. When rA < rD, we

have

rA � 1; rA < rD and
1

rA þ 1

� �2

� qI �
1
2
: ðC:2Þ

Therefore, when rA � 1; rA < rD and qI � ð 1
rAþ1Þ2 � 1

2, NE7

¼ ðrA; 1; 1Þ exists.
Case 8: NE8 ¼ ðrA; 1; � �Þ with � � ¼ 0 or 1.

The existence of NE8 requires that inequalities (B.2)
and (C.2) hold simultaneously. We have NE8 ¼ ðrA; 1; � �Þ
with � � ¼ 1 or 0 only when rA � 1; rA < rD; and qI ¼
ð 1
rAþ1Þ2 � 1

2, which is a specific case of Cases 2 and 7, and
thus can be included in Cases 2 and 7.

Combining Cases 5 and 7 in Appendix C(1) with Cases 5
and 7 in Appendix C(2) and Cases 1–4 and 9–12 in
Appendix B(1), we prove Theorem 3.8.
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